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1
PLATFORM AUTHENTICATION STRATEGY
MANAGEMENT METHOD AND DEVICE FOR
TRUSTED CONNECTION ARCHITECTURE

This application is a US National Stage of International
Application No. PCT/CN2011/000901, filed May 26, 2011,
designating the United States, and claiming the benefit of
Chinese Patent Application No. 201010241738.9, filed with
the Chinese Patent Office on Jul. 30, 2010 and entitled “Plat-
form Authentication Policy Management Method and Appa-
ratus Applicable to Trusted Connection Architecture”, both of
which are hereby incorporated by reference in their entireties.

FIELD

The present invention relates to the field of network secu-
rity technologies and particularly to a platform authentication
policy management method and system applicable to a
trusted connection architecture.

BACKGROUND

The issue of malicious software, e.g., viruses, worms, etc.,
has become extremely prominent along with the information-
ization development. At present there have been more than
thirty-five thousand kinds of malicious software, and over
forty million computers have been infected annually. It is
required for inhibition of such attacks to not only address
secured transmission and a check for data input but also
prevent from a source, that is, each terminal connected to a
network. However, traditional security preventions have
failed to defend various types of malicious attacks.

The international Trusted Computing Group (TCG) has
established specifically for this issue a trusted computing
based network connection specification—Trusted Network
Connection (ITNC), simply denoted as TCG-TNC, which
includes an open terminal integrity framework and a set of
standards for guaranteeing secure interoperations. Reference
is made to FIG. 1 for a TCG-TNC architecture. The TCG-
TNC architecture illustrated in FIG. 1 includes three entities:
an access requester, a policy enforcement point and a policy
decision point. The TCG-TNC architecture is divided into
three layers: a network access layer, an integrity evaluation
layer and an integrity measurement layer. The access
requester includes components which are an integrity mea-
surement collector, a TNC client and a network access
requester, where the integrity measurement collector above
the TNC client may be one or more. The policy decision point
includes components which are an integrity measurement
verifier, a TNC server and a network access authorizer, where
the integrity measurement verifier above the TNC server may
be one or more. A Policy Enforcement Point Interface (IF-
PEP) is an interface between the policy enforcement point
and the network access authorizer. A Network Authorization
Transport Protocol Interface (IF-T) is an interface between
the network access requester and the network access autho-
rizer. A TNC Client-Server Interface (IF-TNCCS) is an inter-
face between the TNC client and the TNC server. A Vendor-
Specific IMC-IMV Message Interface (IF-M) is an interface
between the integrity measurement collector and the integrity
measurement verifier. An Integrity Measurement Collector
Interface (IF-IMC) is an interface between the TNC client and
the integrity measurement collector. An Integrity Measure-
ment Verifier Interface (IF-IMV) is an interface between the
TNC server and the integrity measurement verifier.

Since the policy enforcement point in the TCG-TNC archi-
tecture is located at the edge of a network and the access
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requester performs no platform authentication on the policy
enforcement point, the architecture suffers from the problem
of the policy enforcement point being not trusted. In order
address this problem, there is proposed a TNC architecture
based upon Tri-element Peer Authentication (TePA), which is
simply referred to as a Trusted Connection Architecture
(TCA). Reference is made to FIG. 2 for the TCA. The TCA
illustrated in FIG. 2 includes three entities: an access
requester, an access controller and a policy manager. The
TCA is divided into three layers: a network access control
layer, a trusted platform evaluation layer and an integrity
measurement layer. The access requester includes compo-
nents which are an integrity measurement collector, a TNC
client and a network access requester, where the integrity
measurement collector above the TNC client may be one or
more. The access controller includes components which are
an integrity measurement collector, a TNC access pointand a
network access controller, where the integrity measurement
collector above the TNC access point may be one or more.
The policy manager includes components which are an integ-
rity measurement verifier, an evaluation policy server and an
authentication policy server, where the integrity measure-
ment verifier above the evaluation policy server may be one or
more. An Authentication Policy Server Interface (IF-APS) is
an interface between the network access controller and the
authentication policy server. A Trusted Network Transport
Interface (IF-TNT) is an interface between the network
access requester and the network access controller. An Evalu-
ation Policy Server Interface (IF-EPS) is an interface between
the TNC access point and the evaluation policy server. ATNC
Client-TNC Access Point Interface (IF-TNCCAP) is an inter-
face between the TNC client and the TNC access point. An
Integrity Measurement Interface (IF-IM) is an interface
between the integrity measurement collector and the integrity
measurement verifier. An Integrity Measurement Collector
Interface (IF-IMC) is an interface between the TNC client and
the integrity measurement collector and between the TNC
access point and the integrity measurement collector. An
Integrity Measurement Verifier Interface (IF-IMV) is an inter-
face between the evaluation policy server and the integrity
measurement verifier.

In the TCA illustrated in FIG. 2, a method of performing
platform authentication is implemented as follows: the integ-
rity Measurement Collector (IMC), the Integrity Measure-
ment Verifier IMV), the TNC client, the TNC access point
and the evaluation policy server perform one or more plat-
form authentication processes, where the platform authenti-
cation processes other than the first platform authentication
process are platform authentication processes performed
after a platform is remedied, and each platform authentication
process includes one or more rounds of a platform authenti-
cation protocol. Platform authentication policy management
is performed throughout the method of performing platform
authentication in the TCA and is an important component part
of performing platform authentication in the TCA. However
a corresponding solution to platform authentication policy
management has been absent in the existing method of per-
forming platform authentication in the TCA.

SUMMARY

In order to address the foregoing technical problem in the
prior art, embodiments of the invention provide a platform
authentication policy management method applicable to a
trusted connection architecture and a TNC client, a TNC
access point and an evaluation policy server performing this
method in a trusted connection architecture.
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Firstly an embodiment of the invention provides a first
platform authentication policy management method appli-
cable to a trusted connection architecture, which includes:

the step 1 of configuring, on a TNC client, first platform
authentication policies including a platform authentication
management policy of an access requester, platform configu-
ration protection policies of the access requester, platform
evaluation policies for an access controller and a platform
authentication action recommendation generation policy of
the access requester; and

configuring, on a TNC access point or an evaluation policy
server, second platform authentication policies including a
platform authentication management policy of the access
controller, platform configuration protection policies of the
access controller, platform evaluation policies for the access
requester and a platform authentication action recommenda-
tion generation policy of the access controller;

the step 2 of; if the second platform authentication policies
are configured on the evaluation policy server, then the TNC
access point requesting the evaluation policy server for the
second platform authentication policies, and then the evalu-
ation policy server transmitting the configured second plat-
form authentication policies to the TNC access point;

the step 3 of the TNC access point generating and trans-
mitting to the TNC client a first set of component measure-
ment request parameters and platform evaluation policies for
the access requester under the platform authentication man-
agement policy of the access controller and the platform
evaluation policies for the access requester among the second
platform authentication policies to initiate one round of a
platform authentication protocol, where if the first set of
component measurement request parameters are all of com-
ponent measurement request parameters for the access
requester, then the platform evaluation policies for the access
requester include a component type-level convergence plat-
form evaluation policy;

the step 4 of the TNC client, upon reception of the first set
of component measurement request parameters and the plat-
form evaluation policies for the access requester, obtaining a
first set of component measurements corresponding to the
first set of component measurement request parameters, gen-
erating protection policies of the access requester corre-
sponding to the first set of component measurement request
parameters and transmitting the first set of component mea-
surements, the received platform evaluation policies of the
access requester and the generated protection policies of the
access requester to the TNC access point;

the step 5 of the TNC access point receiving and forward-
ing to the evaluation policy server the first set of component
measurements, the platform evaluation policies of the access
requester and the protection policies of the access requester
transmitted from the TNC client;

the step 6 of the evaluation policy server, for each compo-
nent type identifier, transmitting the following information
corresponding to the component type identifier in the first set
of component measurements to corresponding upper integ-
rity measurement verifiers:

information a which is the component measurements;

information b which is the platform configuration protec-
tion policy corresponding to the component type identifier
among the platform configuration protection policies of the
access requester corresponding to the first set of component
measurement request parameters; and

information ¢ which is the platform evaluation policy cor-
responding to the component type identifier among the plat-
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4

form evaluation policies for the access requester correspond-
ing to the first set of component measurement request
parameters.

then these integrity measurement verifiers returning com-
ponent product-level platform evaluation results, a difference
platform evaluation policy and component remediation infor-
mation corresponding to the component type identifier;

if the first set of component measurement request param-
eters are all of the component measurement request param-
eters for the access requester, then the evaluation policy
server converging the difference platform evaluation policies
and the component remediation information corresponding
to these component type identifiers into difference platform
evaluation policies for the access requester and component
remediation information for the access requester correspond-
ing to the first set of component measurement request param-
eters; and if the platform evaluation policies for the access
requester corresponding to the first set of component mea-
surement request parameters include a component type-level
convergence platform evaluation policy, then the evaluation
policy server converging component type-level platform
evaluation results corresponding to these component type
identifiers into a platform-level platform evaluation result for
the access requester corresponding to the first set of compo-
nent measurement request parameters under the component
type-level convergence platform evaluation policy among the
platform evaluation policies for the access requester corre-
sponding to the first set of component measurement request
parameters;

the step 7 of, if the first set of component measurement
request parameters are all of the component measurement
request parameters for the access requester and the platform
evaluation policies for the access requester corresponding to
the first set of component measurement request parameters do
not include a component type-level convergence platform
evaluation policy, then the TNC access point converging the
component type-level platform evaluation results generated
by the evaluation policy server in the current round of the
platform authentication protocol into a platform-level plat-
form evaluation result for the access requester corresponding
to the first set of component measurement request param-
eters;

the TNC access point transmitting the component reme-
diation information for the access requester corresponding to
the first set of component measurement request parameters to
respective corresponding integrity measurement collectors
above the TNC access point per component type identifier;
and

the TNC access point transmitting the platform-level plat-
form evaluation result for the access requester and the infor-
mation transmitted from the evaluation policy server in the
step 6 to the TNC client;

the step 8 of the TNC client generating and transmitting to
the TNC access point a platform action recommendation of
the access requester;

the step 9 of the TNC access point transmitting the platform
authentication action recommendation of the access requester
to the respective corresponding upper integrity measurement
collectors.

Preferably the TNC client obtaining a first set of compo-
nent measurements corresponding to the first set of compo-
nent measurement request parameters upon reception of the
first set of component measurement request parameters in the
step 4 includes:

the TNC client transmitting the component measurement
request parameter corresponding to each component type
identifier in the first set of component measurement request
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parameters to respective integrity measurement collectors
corresponding to the TNC client upon reception of the first set
of component measurement request parameters, then these
integrity measurement collectors returning component mea-
surements corresponding to the respective component type
identifiers respectively to the TNC client, and the TNC client
converging the received component measurements corre-
sponding to the respective component type identifiers into the
first set of component measurements corresponding to the
first set of component measurement request parameters.

Furthermore if the first set of component measurement
request parameters are a part of the component measurement
request parameters for the access requester, then:

the step 6 further includes: the evaluation policy server
converging the respective component product-level platform
evaluation results corresponding to the component type iden-
tifier into a component type-level platform evaluation result
under the platform evaluation policy corresponding to the
component type identifier among the platform evaluation
policies for the access requester corresponding to the first set
of component measurement request parameters, where a
component product-level platform evaluation result corre-
sponding to each component product sequence number cor-
responding to the component type identifier is generated by
the integrity measurement verifiers converging respective
component attribute-level platform evaluation results corre-
sponding to the component product sequence number under a
component attribute-level convergence platform evaluation
policy corresponding to the component product sequence
number in the information ¢, and each component attribute-
level platform evaluation result corresponding to the compo-
nent product sequence number is generated by the integrity
measurement verifiers under a platform evaluation policy
corresponding to the component attribute identifier corre-
sponding to the component product sequence number in the
information ¢ and a platform evaluation policy corresponding
to the component attribute identifier of the component prod-
uct sequence number in the information b; and

the step 7 further includes: if parts of the component mea-
surement request parameters for the access requester gener-
ated in respective rounds of the platform authentication pro-
tocol constitute all of the component measurement request
parameters for the access requester, then the TNC access
point converging the component type-level platform evalua-
tion results generated by the evaluation policy server in the
respective rounds of the platform authentication protocol and
converging the difference platform evaluation polices and the
component remediation information generated by the evalu-
ation policy server in the respective rounds of the platform
authentication protocol into difference platform evaluation
polices and component remediation information for the
access requester; otherwise, the TNC access point initiating
another round of the platform authentication protocol at the
end of the current round of the platform authentication pro-
tocol.

Still furthermore the step 4 further includes: generating a
second set of component measurement request parameters for
the access controller under the first platform authentication
management policy of the access requester and the second
platform evaluation policies of the access controller; and

if the second set of component measurement request
parameters are all of component measurement request param-
eters for the access controller, then generating platform evalu-
ation policies for the access controller corresponding to the
second set of component measurement request parameters
under the second platform evaluation policies, where the
platform evaluation policies for the access controller corre-
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6

sponding to the second set of component measurement
request parameters comprise a component type-level conver-
gence platform evaluation policy, and transmitting the gener-
ated information together to the TNC access point;

the step 5 further includes: for the component measure-
ment request parameter corresponding to each component
type identifier in the second set of component measurement
request parameters, the TNC access point obtaining compo-
nent measurements of the access controller corresponding to
the second set of component measurement request param-
eters; and the TNC access point generating platform configu-
ration protection polices of the access controller correspond-
ing to the second set of component measurement request
parameters under the second platform configuration protec-
tion polices and transmitting the generated information
together to the evaluation policy server;

the step 6 further includes: for each component type iden-
tifier in the second set of component measurement request
parameters, the evaluation policy server transmitting the fol-
lowing information to the corresponding upper integrity mea-
surement verifiers:

information d which is a second set of component mea-
surements;

information e which is the platform configuration protec-
tion policy corresponding to the component type identifier
among the platform configuration protection policies of the
access controller corresponding to the second set of compo-
nent measurement request parameters; and

information f which is the platform evaluation policy cor-
responding to the component type identifier among the plat-
form evaluation policies of the access controller correspond-
ing to the second set of component measurement request
parameters;

then these integrity measurement verifiers returning com-
ponent product-level platform evaluation results, a difference
platform evaluation policy and component remediation infor-
mation corresponding to the component type identifier;

next the evaluation policy server converging the respective
component product-level platform evaluation results corre-
sponding to the component type identifier into a component
type-level platform evaluation result under the platform
evaluation policy corresponding to the component type iden-
tifier among the platform evaluation policies for the access
controller corresponding to the second set of component mea-
surement request parameters, where a component product-
level platform evaluation result corresponding to each com-
ponent product sequence number corresponding to the
component type identifier is generated by the integrity mea-
surement verifiers converging respective component
attribute-level platform evaluation results corresponding to
the component product sequence number under a component
attribute-level convergence platform evaluation policy corre-
sponding to the component product sequence number in the
information f, and each component attribute-level platform
evaluation result corresponding to the component product
sequence number is generated by the integrity measurement
verifiers under a platform evaluation policy corresponding to
the component attribute identifier corresponding to the com-
ponent product sequence number in the information f and a
platform evaluation policy corresponding to the component
attribute identifier of the component product sequence num-
ber in the information e; and

if the second set of component measurement request
parameters are all of the component measurement request
parameters for the access controller, then converging the dif-
ference platform evaluation policies corresponding to these
component type identifiers into difference platform evalua-
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tion policies for the access controller corresponding to the
second set of component measurement request parameters,
and converging the component remediation information cor-
responding to these component type identifiers into compo-
nent remediation information for the access controller corre-
sponding to the second set of component measurement
request parameters; and if the platform evaluation policies for
the access controller corresponding to the second set of com-
ponent measurement request parameters include a compo-
nent type-level convergence platform evaluation policy, then
the evaluation policy server converging the component type-
level platform evaluation results corresponding to these com-
ponent type identifiers into a platform-level platform evalu-
ation result for the access controller corresponding to the
second set of component measurement request parameters
under the component type-level convergence platform evalu-
ation policy among the platform evaluation policies for the
access controller corresponding to the second set of compo-
nent measurement request parameters and transmitting the
generated information to the TNC access point;

the step 7 further includes: if the TNC access point is not
required to initiate another round of the platform authentica-
tion protocol, then generating and transmitting to the TNC
client a platform authentication action recommendation of
the access controller; and

the step 8 further includes: if the second set of component
measurement request parameters are all of the component
measurement request parameters for the access controller and
the platform evaluation policies for the access controller cor-
responding to the second set of component measurement
request parameters do not include a component type-level
convergence platform evaluation policy, then the TNC client
converging the component type-level platform evaluation
results corresponding to the respective component type iden-
tifiers generated by the evaluation policy server in the step 6)
in the current round of the platform authentication protocol
into a platform-level platform evaluation result for the access
controller corresponding to the second set of component mea-
surement request parameters under the component type-level
convergence platform evaluation policy among the platform
evaluation policies for the access controller corresponding to
the second set of component measurement request param-
eters;

the TNC client transmitting the component remediation
information for the access controller corresponding to the
second set of component measurement request parameters to
respective corresponding integrity measurement collectors
above the TNC client per component type identifier; and

ifthe information transmitted from the TNC access point in
the step 7 includes the platform authentication action recom-
mendation of the access controller, then the TNC clients
transmitting the platform authentication action recommenda-
tion of the access controller to the respective corresponding
integrity measurement collectors above the TNC client.

Preferably the TNC access point obtaining component
measurements of the access controller corresponding to the
second set of component measurement request parameters in
the step 4 further includes: the TNC access point transmitting
the component measurement request parameter correspond-
ing to the component type identifier to the respective corre-
sponding integrity measurement collectors above the TNC
access point, then these integrity measurement collectors
returning component measurements corresponding to the
component type identifier to the TNC access point, and finally
the TNC access point converging the received component
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measurements into component measurements of the access
controller corresponding to the second set of component mea-
surement request parameters.

Furthermore if the second set of component measurement
request parameters are a part of the component measurement
request parameters for the access controller, then:

the step 8 further includes: if parts of the component mea-
surement request parameters for the access controller gener-
ated by the TNC client in the respective rounds of the platform
authentication protocol constitute all of the component mea-
surement request parameters for the access controller, then
the TNC client converging the component type-level platform
evaluation results corresponding to the respective component
type identifiers generated by the evaluation policy server in
the respective rounds of the platform authentication protocol
and converging the difference platform evaluation polices
and the component remediation information generated by the
evaluation policy server in the respective rounds of the plat-
form authentication protocol into difference platform evalu-
ation polices and component remediation information for the
access controller corresponding to the second set of compo-
nent measurement request parameters; otherwise, the TNC
client initiating another round of the platform authentication
protocol at the end of the current round of the platform
authentication protocol; and if another round of the platform
authentication protocol initiated from the TNC access point
has not been received in a specific period of time, then the
TNC clientinitiating on its own initiative another round of the
platform authentication protocol.

Still furthermore the step 4 further includes: the TNC client
further transmitting a platform identity certificate of the
access requester to the TNC access point;

the step 5 further includes: the TNC access point verifying
a platform signature in the first set of component measure-
ments against the platform identity certificate of the access
requester, and the TNC access point further transmitting the
platform identity certificate of the access requester and a
platform identity certificate of the access controller to the
evaluation policy server;

the step 6 further includes: the evaluation policy server
verifying the platform identity certificate of the access
requester and the platform identity certificate of the access
controller, generating a platform identity certificate verifica-
tion result of the access requester and a platform identity
certificate verification result of the access controller, and
transmitting the verification results to the TNC access point;

the step 7 further includes: the TNC access point determin-
ing whether the platform identity certificate of the access
requester is valid according to the platform identity certificate
verification result of the access requester, and transmitting the
platform identity certificate and the platform identity certifi-
cate verification result of the access controller to the TNC
client; an

the step 8 further includes: the TNC client verifying a
platform signature in a second set of component measure-
ments against the platform identity certificate of the access
controller, and determining whether the platform identity
certificate of the access controller is valid according to the
platform identity certificate verification result of the access
controller.

An embodiment of the invention provides a second plat-
form authentication policy management method applicable to
a trusted connection architecture, which includes:

the step 1 of configuring, on a TNC client, first platform
authentication policies including a platform authentication
management policy of an access requester, platform configu-
ration protection policies of the access requester, platform
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evaluation policies for an access controller and a platform
authentication action recommendation generation policy of
the access requester; and

configuring, on a TNC access point or an evaluation policy
server, second platform authentication policies including a
platform authentication management policy of the access
controller, platform configuration protection policies of the
access controller, platform evaluation policies for the access
requester and a platform authentication action recommenda-
tion generation policy of the access controller;

the step 2 of; if the second platform authentication policies
are configured on the evaluation policy server, then the TNC
access point requesting the evaluation policy server for the
second platform authentication policies, and then the evalu-
ation policy server transmitting the configured second plat-
form authentication policies to the TNC access point;

the step 3 of the TNC access point generating and trans-
mitting to the TNC client a first set of component measure-
ment request parameters and platform evaluation policies for
the access requester under the platform authentication man-
agement policy of the access controller and the platform
evaluation policies for the access requester among the second
platform authentication policies to initiate one round of a
platform authentication protocol;

the step 4 of the TNC client generating a second set of
component measurement request parameters for the access
controller under the first platform authentication manage-
ment policy of the access requester and the second platform
evaluation policies of the access controller; and

if the second set of component measurement request
parameters are all of component measurement request param-
eters for the access controller, then generating platform evalu-
ation policies for the access controller corresponding to the
second set of component measurement request parameters
under the second platform evaluation policies, wherein the
platform evaluation policies for the access controller corre-
sponding to the second set of component measurement
request parameters comprise a component type-level conver-
gence platform evaluation policy, and transmitting the gener-
ated information to the TNC access point;

the step 5 of, for the component measurement request
parameter corresponding to each component type identifier in
the second set of component measurement request param-
eters, the TNC access point obtaining component measure-
ments of the access controller corresponding to the second set
of component measurement request parameters; and the TNC
access point generating platform configuration protection
polices of the access controller corresponding to the second
set of component measurement request parameters under the
second platform configuration protection polices and trans-
mitting the generated information together to the evaluation
policy server;

the step 6 of, for each component type identifier in the
second set of component measurement request parameters,
the evaluation policy server transmitting the following infor-
mation to corresponding upper integrity measurement verifi-
ers:

information d which is a second set of component mea-
surements;

information e which is the platform configuration protec-
tion policy corresponding to the component type identifier
among the platform configuration protection policies of the
access controller corresponding to the second set of compo-
nent measurement request parameters; and

information f which is the platform evaluation policy cor-
responding to the component type identifier among the plat-
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form evaluation policies of the access controller correspond-
ing to the second set of component measurement request
parameters;

then these integrity measurement verifiers returning com-
ponent product-level platform evaluation results, a difference
platform evaluation policy and component remediation infor-
mation corresponding to the component type identifier;

next the evaluation policy server converging the respective
component product-level platform evaluation results corre-
sponding to the component type identifier into a component
type-level platform evaluation result under the platform
evaluation policy corresponding to the component type iden-
tifier among the platform evaluation policies for the access
controller corresponding to the second set of component mea-
surement request parameters, wherein a component product-
level platform evaluation result corresponding to each com-
ponent product sequence number corresponding to the
component type identifier is generated by the integrity mea-
surement verifiers converging respective component
attribute-level platform evaluation results corresponding to
the component product sequence number under a component
attribute-level convergence platform evaluation policy corre-
sponding to the component product sequence number in the
information f, and each component attribute-level platform
evaluation result corresponding to the component product
sequence number is generated by the integrity measurement
verifiers under a platform evaluation policy corresponding to
the component attribute identifier corresponding to the com-
ponent product sequence number in the information f and a
platform evaluation policy corresponding to the component
attribute identifier of the component product sequence num-
ber in the information e; and

if the second set of component measurement request
parameters are all of the component measurement request
parameters for the access controller, then converging the dif-
ference platform evaluation policies corresponding to these
component type identifiers into difference platform evalua-
tion policies for the access controller corresponding to the
second set of component measurement request parameters,
and converging the component remediation information cor-
responding to these component type identifiers into compo-
nent remediation information for the access controller corre-
sponding to the second set of component measurement
request parameters; and if the platform evaluation policies for
the access controller corresponding to the second set of com-
ponent measurement request parameters include a compo-
nent type-level convergence platform evaluation policy, then
the evaluation policy server converging the component type-
level platform evaluation results corresponding to these com-
ponent type identifiers into a platform-level platform evalu-
ation result for the access controller corresponding to the
second set of component measurement request parameters
under the component type-level convergence platform evalu-
ation policy among the platform evaluation policies for the
access controller corresponding to the second set of compo-
nent measurement request parameters and transmitting the
generated information to the TNC access point;

the step 7 of, if the TNC access point is not required to
initiate another round of'the platform authentication protocol,
then generating and transmitting to the TNC client a platform
authentication action recommendation of the access control-
ler; and

the step 8 of, if the second set of component measurement
request parameters are all of the component measurement
request parameters for the access controller and the platform
evaluation policies for the access controller corresponding to
the second set of component measurement request param-
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eters do not include a component type-level convergence
platform evaluation policy, then the TNC client converging
the component type-level platform evaluation results corre-
sponding to the respective component type identifiers gener-
ated by the evaluation policy server in the step 6) in the current
round of the platform authentication protocol into a platform-
level platform evaluation result for the access controller cor-
responding to the second set of component measurement
request parameters under the component type-level conver-
gence platform evaluation policy among the platform evalu-
ation policies for the access controller corresponding to the
second set of component measurement request parameters;
and

the step 9 of the TNC client transmitting the component
remediation information for the access controller correspond-
ing to the second set of component measurement request
parameters to respective corresponding integrity measure-
ment collectors above the TNC client per component type
identifier; and

ifthe information transmitted from the TNC access point in
the step 7 includes the platform authentication action recom-
mendation of the access controller, then the TNC clients
transmitting the platform authentication action recommenda-
tion of the access controller to the respective corresponding
integrity measurement collectors above the TNC client.

Furthermore the TNC access point obtaining component
measurements of the access controller corresponding to the
second set of component measurement request parameters in
the step 4 further includes: the TNC access point transmitting
the component measurement request parameter correspond-
ing to the component type identifier to respective correspond-
ing integrity measurement collectors above the TNC access
point, then these integrity measurement collectors returning
component measurements corresponding to the component
type identifier to the TNC access point, and finally the TNC
access point converging the received component measure-
ments into component measurements of the access controller
corresponding to the second set of component measurement
request parameters.

If the second set of component measurement request
parameters are a part of the component measurement request
parameters for the access controller, then:

the step 8 further includes: if parts of the component mea-
surement request parameters for the access controller gener-
ated by the TNC client in respective rounds of the platform
authentication protocol constitute all of the component mea-
surement request parameters for the access controller, then
the TNC client converging the component type-level platform
evaluation results corresponding to the respective component
type identifiers generated by the evaluation policy server in
the respective rounds of the platform authentication protocol
and converging the difference platform evaluation polices
and the component remediation information generated by the
evaluation policy server in the respective rounds of the plat-
form authentication protocol into difference platform evalu-
ation polices and component remediation information for the
access controller corresponding to the second set of compo-
nent measurement request parameters; otherwise, the TNC
client initiating another round of the platform authentication
protocol at the end of the current round of the platform
authentication protocol; and if another round of the platform
authentication protocol initiated from the TNC access point
has not been received in a specific period of time, then the
TNC clientinitiating on its own initiative another round of the
platform authentication protocol.
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An embodiment of the invention provides a client in a
trusted connection architecture TNC, which includes:

a first configuring unit configured to receive configured
first platform authentication policies including a platform
authentication management policy of an access requester,
platform configuration protection policies of the access
requester, platform evaluation policies for an access control-
ler and a platform authentication action recommendation
generation policy of the access requester;

a first obtaining unit configured, upon reception of a first
set of component measurement request parameters and plat-
form evaluation policies for the access requester, to obtain a
first set of component measurements corresponding to the
first set of component measurement request parameters, to
generate protection policies of the access requester corre-
sponding to the first set of component measurement request
parameters and to transmit the first set of component mea-
surements, the received platform evaluation policies of the
access requester and the generated protection policies of the
access requester to a TNC access point; and

a first generating unit configured to generate and transmit
to the TNC access point a platform action recommendation of
the access requester.

An embodiment of the invention provides a first access
point in a trusted connection architecture TNC, which
includes:

a second configuring unit configured to receive configured
second platform authentication policies including a platform
authentication management policy of an access controller,
platform configuration protection policies of the access con-
troller, platform evaluation policies for an access requester
and a platform authentication action recommendation gen-
eration policy of the access controller; or, when the second
platform authentication policies are configured on an evalu-
ation policy server, to request the evaluation policy server for
the second platform authentication policies and to receive the
second platform authentication policies transmitted from the
evaluation policy server;

a second generating unit configured to generate and trans-
mit to a TNC client a first set of component measurement
request parameters and platform evaluation policies for the
access requester under the platform configuration protection
policies of the access controller and the platform evaluation
policies for the access requester among the second platform
authentication policies to initiate one round of a platform
authentication protocol, wherein if the first set of component
measurement request parameters is all of component mea-
surement request parameters for the access requester, then the
platform evaluation policies for the access requester include a
component type-level convergence platform evaluation
policy;

a forwarding unit configured to receive and forward, to the
evaluation policy server, a first set of component measure-
ments, the platform evaluation policies of the access requester
and protection policies of the access requester transmitted
from the TNC client; and

a second obtaining unit configured, when the first set of
component measurement request parameters are all of the
component measurement request parameters for the access
requester and the platform evaluation policies for the access
requester corresponding to the first set of component mea-
surement request parameters do not include a component
type-level convergence platform evaluation policy, for the
TNC access point to converge component type-level platform
evaluation results generated by the evaluation policy server in
the current round of the platform authentication protocol into
a platform-level platform evaluation result for the access
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requester corresponding to the first set of component mea-
surement request parameters; to transmit component reme-
diation information for the access requester corresponding to
the first set of component measurement request parameters to
respective corresponding integrity measurement collectors
above the TNC access point per component type identifier;
and to transmit the platform-level platform evaluation result
for the access requester and the information transmitted from
the evaluation policy server to the TNC client.

An embodiment of the invention provides a first evaluation
policy server in a TNC, which includes:

a receiving unit configured to receive a first set of compo-
nent measurements; and

a third obtaining unit configured, for each component type
identifier, to transmit the following information correspond-
ing to the component type identifier in the first set of compo-
nent measurements to corresponding upper integrity mea-
surement verifiers:

information a which is the component measurements;

information b which is a platform configuration protection
policy corresponding to the component type identifier among
platform configuration protection policies of an access
requester corresponding to a first set of component measure-
ment request parameters; and

information ¢ which is a platform evaluation policy corre-
sponding to the component type identifier among platform
evaluation policies for the access requester corresponding to
the first set of component measurement request parameters.

then these integrity measurement verifiers return compo-
nent product-level platform evaluation results, a difference
platform evaluation policy and component remediation infor-
mation corresponding to the component type identifier;

if the first set of component measurement request param-
eters are all of component measurement request parameters
for the access requester, then the difference platform evalua-
tion policies and the component remediation information cor-
responding to these component type identifiers are converged
into difference platform evaluation policies for the access
requester and component remediation information for the
access requester corresponding to the first set of component
measurement request parameters; and if the platform evalu-
ation policies for the access requester corresponding to the
first set of component measurement request parameters
include a component type-level convergence platform evalu-
ation policy, then component type-level platform evaluation
results corresponding to these component type identifiers are
converged into a platform-level platform evaluation result for
the access requester corresponding to the first set of compo-
nent measurement request parameters under the component
type-level convergence platform evaluation policy among the
platform evaluation policies for the access requester corre-
sponding to the first set of component measurement request
parameters; and

if the first set of component measurement request param-
eters are all of the component measurement request param-
eters for the access requester and the platform evaluation
policies for the access requester corresponding to the first set
of component measurement request parameters do not
include a component type-level convergence platform evalu-
ation policy, then a TNC access point converges component
type-level platform evaluation results generated by an evalu-
ation policy server in the current round of a platform authen-
tication protocol into a platform-level platform evaluation
result for the access requester corresponding to the first set of
component measurement request parameters.
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An embodiment of the invention provides a second evalu-
ation policy server in a TNC, which includes:

a receiving unit configured to receive a second set of com-
ponent measurements; and

a third obtaining unit is further configured, for each com-
ponent type identifier in a second set of component measure-
ment request parameters, to transmit the following informa-
tion to corresponding upper integrity measurement verifiers:

information d which is the second set of component mea-
surements;

information e which is a platform configuration protection
policy corresponding to the component type identifier among
platform configuration protection policies of the access con-
troller corresponding to the second set of component mea-
surement request parameters; and

information f which is a platform evaluation policy corre-
sponding to the component type identifier among platform
evaluation policies of the access controller corresponding to
the second set of component measurement request param-
eters;

then these integrity measurement verifiers return compo-
nent product-level platform evaluation results, a difference
platform evaluation policy and component remediation infor-
mation corresponding to the component type identifier;

next the respective component product-level platform
evaluation results corresponding to the component type iden-
tifier are converged into a component type-level platform
evaluation result under the platform evaluation policy corre-
sponding to the component type identifier among the plat-
form evaluation policies for the access controller correspond-
ing to the second set of component measurement request
parameters, wherein a component product-level platform
evaluation result corresponding to each component product
sequence number corresponding to the component type iden-
tifier is generated by the integrity measurement verifiers con-
verging respective component attribute-level platform evalu-
ation results corresponding to the component product
sequence number under a component attribute-level conver-
gence platform evaluation policy corresponding to the com-
ponent product sequence number in the information f, and
each component attribute-level platform evaluation result
corresponding to the component product sequence number is
generated by the integrity measurement verifiers under a plat-
form evaluation policy corresponding to the component
attribute identifier corresponding to the component product
sequence number in the information f and a platform evalu-
ation policy corresponding to the component attribute iden-
tifier of the component product sequence number in the infor-
mation e; and

if the second set of component measurement request
parameters are all of component measurement request param-
eters for the access controller, then the difference platform
evaluation policies corresponding to these component type
identifiers are converged into difference platform evaluation
policies for the access controller corresponding to the second
set of component measurement request parameters, and the
component remediation information corresponding to these
component type identifiers is converged into component
remediation information for the access controller correspond-
ing to the second set of component measurement request
parameters; and if the platform evaluation policies for the
access controller corresponding to the second set of compo-
nent measurement request parameters include a component
type-level convergence platform evaluation policy, then the
evaluation policy server converges the component type-level
platform evaluation results corresponding to these compo-
nent type identifiers into a platform-level platform evaluation
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result for the access controller corresponding to the second
set of component measurement request parameters under the
component type-level convergence platform evaluation
policy among the platform evaluation policies for the access
controller corresponding to the second set of component mea-
surement request parameters and transmits the generated
information to a TNC access point.

With the technical solutions according to the embodiments
of the invention, good application extensibility can be
achieved for performing platform authentication ofa TCA. In
the embodiments of the invention, platform authentication
policies for an access requester can be configured on a TNC
access point or configured on an evaluation policy server, and
the platform authentication policies for the access requester
configured on the evaluation policy server can be transmitted
to the TNC access point. Furthermore a component type-level
convergence platform evaluation policy can be enforced on
the TNC access point or on the evaluation policy server so that
good application extensibility can be achieved for performing
platform authentication of the TCA.

Performing platform authentication of the TCA can be
made easier to thereby manage to enhance easy manageabil-
ity of performing platform authentication of the TCA. In the
embodiments of the invention, the evaluation policy server
will not be involved in management of a network connection
between any TNC client and the TNC access point in a plat-
form authentication protocol so that performing platform
authentication of the TCA can be made easier to manage to
thereby enhance easy manageability of performing platform
authentication of the TCA.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic structural diagram of a TCG-TNC
architecture in the prior art;

FIG. 2 is a schematic structural diagram of a trusted con-
nection architecture in the prior art;

FIG. 3 is a structural block diagram of a client applicable to
atrusted connection architecture according to an embodiment
of the invention;

FIG. 4 is a structural block diagram of an access point
applicable to a trusted connection architecture according to
an embodiment of the invention;

FIG. 5 is a structural block diagram of an evaluation policy
server applicable to a trusted connection architecture accord-
ing to an embodiment of the invention;

FIG. 6 is a schematic structural diagram of platform con-
figuration protection policies according to an embodiment of
the invention;

FIG. 7 is a schematic structural diagram of platform evalu-
ation policies and difference platform evaluation policies
according to an embodiment of the invention;

FIG. 8 is a schematic structural diagram of component
measurement request parameters according to an embodi-
ment of the invention;

FIG. 9 is a schematic structural diagram of component
measurements according to an embodiment of the invention;
and

FIG. 10 is a schematic structural diagram of component
remediation information according to an embodiment of the
invention.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

A platform authentication process involves a plurality of
policies, where a platform authentication policy refers to a
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policy under which platform authentication is performed. A
platform authentication management policy refers to a policy
under which the platform authentication process is managed,
for example, the platform authentication process is config-
ured to be completed by executing one or more rounds of a
platform authentication protocol. A platform configuration
protection policy refers to a policy under which platform
configuration is protected, for example, an operating system
of'a platform is configured to be protected. A platform evalu-
ation policy refers to a policy under which the platform is
evaluated, for example, an evaluation requirement on antivi-
rus software of the platform is configured. A platform authen-
tication action recommendation generation policy refers to a
policy under which a platform authentication action recom-
mendation is generated. The platform authentication action
recommendation refers to a action recommendation gener-
ated upon completion of the platform authentication process.

The invention provides a platform authentication policy
management method applicable to a trusted connection archi-
tecture, and this method includes the following steps:

Step 1) Platform authentication policies are configured;

Step 1.1) Platform authentication policies are configured
on a TNC client, which include a platform authentication
management policy of an access requester, platform configu-
ration protection policies of the access requester, platform
evaluation policies for an access controller and a platform
authentication action recommendation generation policy of
the access requester.

For the sake of a convenience description, hereinafter the
platform authentication policies of the access requester will
be simply referred to as first platform authentication policies,
and correspondingly among them, the platform authentica-
tion management policy of the access requester will be simply
referred to as a first platform authentication management
policy, the platform configuration protection policies of the
access requester will be simply referred to as first platform
configuration protection policies, the platform evaluation
policies for the access controller will be simply referred to as
second platform evaluation policies, and the platform authen-
tication action recommendation generation policy of the
access requester will be simply referred to as a first platform
authentication action recommendation generation policy.

Step 1.2) Platform authentication policies of the access
controller are configured on a TNC access point or an evalu-
ation policy server, which include a platform authentication
management policy of the access controller, platform con-
figuration protection policies of the access controller, plat-
form evaluation policies for the access requester and a plat-
form authentication action recommendation generation
policy of the access controller.

For the sake of a convenience description, hereinafter the
platform authentication policies of the access controller will
be simply referred to as second platform authentication poli-
cies, and correspondingly among them, the platform authen-
tication management policy of the access controller will be
simply referred to as a second platform authentication man-
agement policy, the platform configuration protection poli-
cies of the access controller will be simply referred to as
second platform configuration protection policies, the plat-
form evaluation policies for the access requester will be sim-
ply referred to as second platform evaluation policies, and the
platform authentication action recommendation generation
policy of the access controller will be simply referred to as a
second platform authentication action recommendation gen-
eration policy.

Step 2) If the second platform authentication policies are
configured on the TNC access point in the step 1.2), then the
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TNC access point proceeds to the step 3) directly; and if the
second platform authentication policies are configured on the
evaluation policy server in the step 1.2), then the TNC access
point requests the evaluation policy server for the platform
authentication policies of the access controller, and then the
evaluation policy server transmits the second platform
authentication policies to the TNC access point, and then the
TNC access point further proceeds to the step 3);

Step 3) The TNC access point initiates one round of a
platform authentication protocol to the TNC client under the
platform authentication management policy of the access
controller and the platform evaluation policies for the access
requester among the second platform authentication policies;

Step 3.1) All or a part of component measurement request
parameters for the access requester are generated under the
second platform authentication management policy and the
first platform evaluation policies;

For the sake of a convenient description, the component
measurement request parameters for the access requester
generated in the step 3.1) will be simply referred hereinafter
to as a first set of component measurement request param-
eters.

In general, platform authentication can be completed by
initiating one round of the platform authentication protocol to
the TNC client under the second platform authentication
management policy and the first platform evaluation policies,
and at this time the first set of component measurement
request parameters include all of component measurement
request parameters for the access requester, that is, all of the
component measurement request parameters for the access
requester. Platform authentication can alternatively be com-
pleted by initiating a plurality of rounds of the platform
authentication protocol, and at this time the first set of com-
ponent measurement request parameters generated in this
step in each round of the platform authentication protocol
include a part of component measurement request parameters
for the access requester, that is, a part of the component
measurement request parameters for the access requester.

Step 3.2) If the first set of component measurement request
parameters are all of the component measurement request
parameters for the access requester, then platform evaluation
policies for the access requester corresponding to the first set
of component measurement request parameters are generated
under the first platform evaluation policies, where the plat-
form evaluation policies for the access requester correspond-
ing to the first set of component measurement request param-
eters may or may not include a component type-level
convergence platform evaluation policy;

Step 3.3) If the first set of component measurement request
parameters are a part of the component measurement request
parameters for the access requester, then platform evaluation
policies for the access requester corresponding to the first set
of component measurement request parameters are generated
under the first platform evaluation policies, where the plat-
form evaluation policies for the access requester correspond-
ing to the first set of component measurement request param-
eters do not include a component type-level convergence
platform evaluation policy;

Step 3.4) The first set of component measurement request
parameters are transmitted to the TNC client;

Step 4) The TNC client performs the following steps upon
reception of the first set of component measurement request
parameters:

Step 4.1) For the component measurement request param-
eter corresponding to each component type identifier in the
first set of component measurement request parameters, the
TNC client transmits the component measurement request
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parameter corresponding to the component type identifier to
respective corresponding integrity measurement collectors
above the TNC client, then these integrity measurement col-
lectors return component measurements corresponding to the
component type identifier to the TNC client, and finally the
TNC client converges the received component measurements
into component measurements of the access requester corre-
sponding to the first set of component measurement request
parameters;

For the sake of a convenient description, the component
measurements of the access requester corresponding to the
first set of component measurement request parameters will
be simply referred hereinafter to as a first set of component
measurements.

Step 4.2) All or a part of component measurement request
parameters for the access controller are generated under the
first platform authentication management policy and the sec-
ond platform evaluation policies;

For the sake of a convenient description, the component
measurement request parameters for the access controller
generated in the step 4.2) will be simply referred hereinafter
to as a second set of component measurement request param-
eters.

In general, platform authentication can be completed by
initiating one round of the platform authentication protocol to
the TNC client under the first platform authentication man-
agement policy and the second platform evaluation policies,
and at this time the second set of component measurement
request parameters include all of component measurement
request parameters for the access controller, that is, all of the
component measurement request parameters for the access
controller. Platform authentication can alternatively be com-
pleted by initiating a plurality of rounds of the platform
authentication protocol, and at this time the second set of
component measurement request parameters generated in
this step in each round of the platform authentication protocol
include a part of component measurement request parameters
for the access controller, that is, a part of the component
measurement request parameters for the access controller.

Step 4.3) If the second set of component measurement
request parameters are all of the component measurement
request parameters for the access controller, then platform
evaluation policies for the access controller corresponding to
the second set of component measurement request param-
eters are generated under the second platform evaluation poli-
cies, where the platform evaluation policies for the access
controller corresponding to the second set of component mea-
surement request parameters may or may not include a com-
ponent type-level convergence platform evaluation policy;

Step 4.4) If the second set of component measurement
request parameters are a part of the component measurement
request parameters for the access controller, then platform
evaluation policies for the access controller corresponding to
the second set of component measurement request param-
eters are generated under the platform evaluation policies for
the access controller, where the platform evaluation policies
for the access controller corresponding to the second set of
component measurement request parameters do not include a
component type-level convergence platform evaluation
policy;

Step 4.5) Platform configuration protection policies of the
access requester corresponding to the first set of component
measurement request parameters are generated under the first
platform configuration protection policies;

Step 4.6) The following information is transmitted to the
TNC access point: a platform identity certificate of the access
requester, the first set of component measurements, the plat-
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form configuration protection policies of the access requester
corresponding to the first set of component measurement
request parameters, the second set of component measure-
ment request parameters, platform configuration protection
policies for the access controller corresponding to the second
set of component measurement request parameters, and a
platform signature, included in the first set of component
measurements, which is generated using the platform identity
certificate of the access requester.

For the sake of a convenient description, the information
transmitted from the TNC client to the TNC access point will
be collectively referred hereinafter to as first set of platform
authentication information.

Step 5) The TNC access point performs the following steps
upon reception of the first set of platform authentication infor-
mation transmitted from the TNC client:

Step 5.1) The platform signature in the first set of compo-
nent measurements is verified against the platform identity
certificate of the access requester, and if the verification is not
passed, then the first set of platform authentication informa-
tion is discarded; otherwise, the process proceeds to the step
5.2) to the step 5.4);

Step 5.2) For the component measurement request param-
eter corresponding to each component type identifier in the
second set of component measurement request parameters,
the TNC access point transmits the component measurement
request parameter corresponding to the component type iden-
tifier to respective corresponding integrity measurement col-
lectors above the TNC access point, then these integrity mea-
surement collectors return component measurements
corresponding to the component type identifiers to the TNC
access point, and finally the TNC access point converges the
received component measurements into component measure-
ments of the access controller corresponding to the second set
of component measurement request parameters;

For the sake of a convenient description, the component
measurements of the access controller corresponding to the
second set of component measurement request parameters
will be simply referred hereinafter to as a second set of com-
ponent measurements.

Step 5.3) Platform configuration protection polices of the
access controller corresponding to the second set of compo-
nent measurement request parameters are generated under the
second platform configuration protection polices which may
be configured by the TNC access point in the step 1) or
transmitted from the evaluation policy server in the step 2).

Step 5.4) The following information is transmitted to the
evaluation policy server: the platform identity certificate of
the access requester, the component measurements of the
access requester corresponding to the first set of component
measurement request parameters, the platform configuration
protection polices of the access requester corresponding to
the first set of component measurement request parameters,
the platform evaluation polices for the access requester cor-
responding to the first set of component measurement request
parameters, a platform identity certificate of the access con-
troller, the component measurements of the access controller
corresponding to the second set of component measurement
request parameters, the platform configuration protection
polices of component measurements of the access controller
corresponding to the second set of component measurement
request parameters and the platform evaluation polices for the
access controller corresponding to the second set of compo-
nent measurement request parameters.

For the sake of a convenient description, the information
transmitted from the TNC access point to the evaluation
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policy server will be collectively referred hereinafter to as
second set of platform authentication information.

Step 6) The evaluation policy server performs the follow-
ing steps upon reception of the second set of platform authen-
tication information transmitted from the TNC access point:

Step 6.1) The platform identity certificate of the access
requester and the platform identity certificate of the access
controller are verified, and a platform identity certificate veri-
fication result of the access requester and a platform identity
certificate verification result of the access controller are gen-
erated;

Step 6.2) If the platform identity certificate verification
result of the access requester in the step 6.1) shows that the
platform identity certificate verification result of the access
requester is valid, then the process proceeds to the step 6.2.1)
to the step 6.2.2); otherwise, the process proceeds to the step
6.4);

Step 6.2.1) For each component type identifier, the evalu-
ation policy server transmits the following information cor-
responding to the component type identifier in the first set of
component measurements to corresponding upper integrity
measurement verifiers:

Information a which is the component measurements;

Information b which is the platform configuration protec-
tion policy corresponding to the component type identifier
among the platform configuration protection policies of the
access requester corresponding to the first set of component
measurement request parameters; and

Information ¢ which is the platform evaluation policy cor-
responding to the component type identifier among the plat-
form evaluation policies for the access requester correspond-
ing to the first set of component measurement request
parameters;

Then these integrity measurement verifiers return compo-
nent product-level platform evaluation results, a difference
platform evaluation policy and component remediation infor-
mation corresponding to the component type identifier;

If the first set of component measurement request param-
eters are a part of the component measurement request
parameters for the access requester, then the evaluation policy
server converges the respective component product-level
platform evaluation results corresponding to the component
type identifier into a component type-level platform evalua-
tion result under the platform evaluation policy correspond-
ing to the component type identifier among the platform
evaluation policies for the access requester corresponding to
the first set of component measurement request parameters,
where a component product-level platform evaluation result
corresponding to each component product sequence number
corresponding to the component type identifier is generated
by the integrity measurement verifiers converging respective
component attribute-level platform evaluation results corre-
sponding to the component product sequence number under a
component attribute-level convergence platform evaluation
policy corresponding to the component product sequence
number in the information ¢, and each component attribute-
level platform evaluation result corresponding to the compo-
nent product sequence number is generated by the integrity
measurement verifiers under a platform evaluation policy
corresponding to the component attribute identifier corre-
sponding to the component product sequence number in the
information ¢ and a platform evaluation policy corresponding
to the component attribute identifier of the component prod-
uct sequence number in the information b;

Step 6.2.2) If the first set of component measurement
request parameters are all of the component measurement
request parameters for the access requester, then the evalua-



US 9,246,942 B2

21

tion policy server converges the difference platform evalua-
tion policies and the component remediation information cor-
responding to these component type identifiers into
difference platform evaluation policies for the access
requester and component remediation information for the
access requester corresponding to the first set of component
measurement request parameters. If the platform evaluation
policies for the access requester corresponding to the first set
of component measurement request parameters include a
component type-level convergence platform evaluation
policy, then the evaluation policy server converges the com-
ponent type-level platform evaluation results corresponding
to these component type identifiers into a platform-level plat-
form evaluation result for the access requester corresponding
to the first set of component measurement request parameters
under the component type-level convergence platform evalu-
ation policy among the platform evaluation policies for the
access requester corresponding to the first set of component
measurement request parameters;

Step 6.3) If the platform identity platform verification
result of the access controller in the step 6.1) shows that the
platform identity certificate verification result of the access
controller is valid, then the process proceeds to the step 6.3.1)
to the step 6.3.2); otherwise, the process proceeds to the step
6.4);

Step 6.3.1) For each component type identifier, the evalu-
ation policy server transmits the following information to
corresponding upper integrity measurement verifiers:

Information d which is the second set of component mea-
surements;

Information e which is the platform configuration protec-
tion policy corresponding to the component type identifier
among the platform configuration protection policies of the
access controller corresponding to the second set of compo-
nent measurement request parameters; and

Information f which is the platform evaluation policy cor-
responding to the component type identifier among the plat-
form evaluation policies of the access controller correspond-
ing to the second set of component measurement request
parameters;

Then these integrity measurement verifiers return compo-
nent product-level platform evaluation results, a difference
platform evaluation policy and component remediation infor-
mation corresponding to the component type identifier; and

Next the evaluation policy server converges the respective
component product-level platform evaluation results corre-
sponding to the component type identifier into a component
type-level platform evaluation result under the platform
evaluation policy corresponding to the component type iden-
tifier among the platform evaluation policies for the access
controller corresponding to the second set of component mea-
surement request parameters, where a component product-
level platform evaluation result corresponding to each com-
ponent product sequence number corresponding to the
component type identifier is generated by the integrity mea-
surement verifiers converging respective component
attribute-level platform evaluation results corresponding to
the component product sequence number under a component
attribute-level convergence platform evaluation policy corre-
sponding to the component product sequence number in the
information f, and each component attribute-level platform
evaluation result corresponding to the component product
sequence number is generated by the integrity measurement
verifiers under a platform evaluation policy corresponding to
the component attribute identifier corresponding to the com-
ponent product sequence number in the information f and a
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platform evaluation policy corresponding to the component
attribute identifier of the component product sequence num-
ber in the information e;

Step 6.3.2) If the second set of component measurement
request parameters are all of the component measurement
request parameters for the access controller, then the differ-
ence platform evaluation policies corresponding to these
component type identifiers are converged into difference plat-
form evaluation policies for the access controller correspond-
ing to the second set of component measurement request
parameters, and the component remediation information cor-
responding to these component type identifiers is converged
into component remediation information for the access con-
troller corresponding to the second set of component mea-
surement request parameters. If the platform evaluation poli-
cies for the access controller corresponding to the second set
of component measurement request parameters include a
component type-level convergence platform evaluation
policy, then the evaluation policy server converges the com-
ponent type-level platform evaluation results corresponding
to these component type identifiers into a platform-level plat-
form evaluation result for the access controller corresponding
to the second set of component measurement request param-
eters under the component type-level convergence platform
evaluation policy among the platform evaluation policies for
the access controller corresponding to the second set of com-
ponent measurement request parameters; and

Step 6.4) The information generated by the evaluation
policy server in the step 6.1) to the step 6.3) to the TNC access
point;

Step 7) The TNC access point performs the following steps
upon reception transmitted from the evaluation policy server
in the step 6.4):

Step 7.1) If the platform identity certificate verification
result of the access requester shows that the platform identity
certificate of the access requester is invalid, then the process
proceeds to the step 7.5) to the step 7.7); otherwise, the
process proceeds to the step 7.2) to the step 7.6);

Step 7.2) If the first set of component measurement request
parameters are a part of the component measurement request
parameters for the access requester and parts of the compo-
nent measurement request parameters for the access requester
generated by the TNC access point in the respective rounds of
the platform authentication protocol constitute all of the com-
ponent measurement request parameters for the access
requester, then the TNC access point converges the compo-
nent type-level platform evaluation results generated by the
evaluation policy server in the respective rounds of the plat-
form authentication protocol and converges the difference
platform evaluation polices and the component remediation
information generated by the evaluation policy server in the
respective rounds of the platform authentication protocol into
difference platform evaluation polices and component reme-
diation information for the access requester; otherwise, the
TNC access point initiates another round of the platform
authentication protocol at the end of the current round of the
platform authentication protocol;

Step 7.3) If the first set of component measurement request
parameters are all of the component measurement request
parameters for the access requester and the platform evalua-
tion policies for the access requester corresponding to the first
set of component measurement request parameters do not
include a component type-level convergence platform evalu-
ation policy, then the TNC access point converges the com-
ponent type-level platform evaluation results generated by
the evaluation policy server in the current round of the plat-
form authentication protocol into a platform-level platform
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evaluation result for the access requester corresponding to the
first set of component measurement request parameters;

Step 7.4) The component remediation information for the
access requester corresponding to the first set of component
measurement request parameters is transmitted to the respec-
tive corresponding integrity measurement collectors above
the TNC access point per component type identifier;

Step 7.5) If the TNC access point is not required to initiate
another round of the platform authentication protocol, then
the TNC access point generates a platform authentication
action recommendation of the access controller under the
platform authentication action recommendation generation
policy of the access controller on the platform identity cer-
tificate verification result of the access requester and the
platform-level platform evaluation result for the access
requester corresponding to the first set of component mea-
surement request parameters, that is, the TNC access point
generates a platform authentication action recommendation
of the access controller on the platform identity certificate
verification result of the access requester and the platform-
level platform evaluation result for the access requester cor-
responding to the first set of component measurement request
parameters under the platform authentication action recom-
mendation generation policy of the access controller;

Step 7.6) The platform identity certificate of the access
controller, platform signature in the component measure-
ments of the access controller corresponding to the second set
of component measurement request parameters, the platform
identity certificate verification result of the access controller,
the information generated by the evaluation policy in the step
6.3.1) to the step 6.3.2) and the platform authentication action
recommendation of the access controller are transmitted to
the TNC client;

Step 8) The TNC client performs the following steps upon
reception of the information transmitted from the TNC access
point in the step 7.6):

Step 8.1) The platform signature in the second set of com-
ponent measurements is verified against the platform identity
certificate of the access controller, and if the verification is not
passed, then the information transmitted from the TNC access
point in the step 7.6) is discarded; otherwise, the process
proceeds to the step 8.2) to the step 8.8);

Step 8.2) If the platform identity certificate verification
result of the access controller shows that the platform identity
certificate of the access controller is invalid, then the process
proceeds to the step 8.7) to the step 8.8); otherwise, the
process proceeds to the step 8.3) to the step 8.8);

Step 8.3) If the second set of component measurement
request parameters are a part of the component measurement
request parameters for the access controller and parts of the
component measurement request parameters for the access
controller generated by the TNC client in the respective
rounds of the platform authentication protocol constitute all
of the component measurement request parameters for the
access controller, then the TNC client converges the compo-
nent type-level platform evaluation results corresponding to
the respective component type identifiers generated by the
evaluation policy server in the respective rounds of the plat-
form authentication protocol and converges the difference
platform evaluation polices and the component remediation
information generated by the evaluation policy server in the
respective rounds of the platform authentication protocol into
difference platform evaluation polices and component reme-
diation information for the access controller corresponding to
the second set of component measurement request param-
eters; otherwise, the TNC client initiates another round of the
platform authentication protocol at the end of the current
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round of the platform authentication protocol. If another
round of the platform authentication protocol initiated from
the TNC access point has not been received in a specific
period of time, then the TNC client initiates on its own ini-
tiative another round of the platform authentication protocol;

Step 8.4) If the second set of component measurement
request parameters are all of the component measurement
request parameters for the access controller and the platform
evaluation policies for the access controller corresponding to
the second set of component measurement request param-
eters do not include a component type-level convergence
platform evaluation policy, then the TNC client converges the
component type-level platform evaluation results corre-
sponding to the respective component type identifiers gener-
ated by the evaluation policy server in the step 6.3.1) in the
current round of the platform authentication protocol into a
platform-level platform evaluation result for the access con-
troller corresponding to the second set of component mea-
surement request parameters under the component type-level
convergence platform evaluation policy among the platform
evaluation policies for the access controller corresponding to
the second set of component measurement request param-
eters;

Step 8.5) The component remediation information for the
access controller corresponding to the second set of compo-
nent measurement request parameters is transmitted to the
respective corresponding integrity measurement collectors
above the TNC client per component type identifier;

Step 8.6) If the information transmitted from the TNC
access point in the step 7.6) includes the platform authenti-
cation action recommendation of the access controller, then
the TNC clients transmits the platform authentication action
recommendation of the access controller to the respective
corresponding integrity measurement collectors above the
TNC client;

Step 8.7) If the TNC client is not required to wait for
initiation of another round of the platform authentication
protocol by the TNC access point or initiates on its own
initiative another round of the platform authentication proto-
col, then the TNC client generates a platform authentication
action recommendation of the access requester on the plat-
form identity certificate verification result of the access con-
troller and the platform-level platform evaluation result for
the access controller corresponding to the second set of com-
ponent measurement request parameters under the platform
authentication action recommendation generation policy of
the access requester;

Step 8.8) If the TNC client generates the platform authen-
tication action recommendation of the access requester in the
step 8.7), then the platform authentication action recommen-
dation of the access requester is transmitted to the TNC access
point;

Step 9) The TNC access point transmits the authentication
action recommendation of the access requester to the respec-
tive corresponding integrity measurement collectors above
the TNC access point upon reception of the information trans-
mitted from the TNC client in the step 8.8); and

Step 10) If the access requester and/or the access controller
are/is required to perform platform remediation, then they
proceed to the step 3) to the step 9) again upon completion of
platform remediation, where the difference platform evalua-
tion policies for the access requester corresponding to the first
set of component measurement request parameters are set as
the platform evaluation policies for the access requester, and
the difference platform evaluation policies for the access
controller corresponding to the second set of component mea-



US 9,246,942 B2

25

surement request parameters are set as the platform evalua-
tion policies for the access controller.

The foregoing embodiment is merely a preferred embodi-
ment, and in the foregoing preferred embodiment, the plat-
form authentication policy management method applicable to
a trusted connection architecture according to the embodi-
ment of the invention can be completed by initiating one
round of the platform authentication protocol or by initiating
a plurality of rounds of the platform authentication protocol
in each of which both the access requester and the access
controller are authenticated. Absolutely those skilled in the
art can infer undoubtedly that the platform authentication
policy management method applicable to a trusted connec-
tion architecture according to the embodiment of the inven-
tion can authenticate only the access requester or authenticate
only the access controller in each round of the platform
authentication protocol.

To authenticate the access requester in one round of the
platform authentication protocol, only one round of the plat-
form authentication protocol is required to be initiated, all of
the component measurement request parameters for the
access requester are generated in the one round of the plat-
form authentication protocol, and platform authentication on
the access requester is completed by performing the opera-
tions related to the access requester in the foregoing step 1) to
step 10). To authenticate the access requester in a plurality of
rounds of the platform authentication protocol, a plurality of
rounds of the platform authentication protocol are required to
be initiated, a part of the component measurement request
parameters are generated in each round, the component mea-
surement request parameters generated in the respective
rounds constitute all of the component measurement request
parameters for the access requester, and part of platform
authentication on the access requester is completed by per-
forming the operations related to the access requester in the
foregoing step 1) to step 10) according to the generated com-
ponent measurement request parameters in each round.

To authenticate the access controller in one round of the
platform authentication protocol, only one round of the plat-
form authentication protocol is required to be initiated, all of
the component measurement request parameters for the
access controller are generated in the one round of the plat-
form authentication protocol, and platform authentication on
the access controller is completed by performing the opera-
tions related to the access controller in the foregoing step 1) to
step 10). To authenticate the access controller in a plurality of
rounds of the platform authentication protocol, a plurality of
rounds of the platform authentication protocol are required to
be initiated, a part of the component measurement request
parameters are generated in each round, the component mea-
surement request parameters generated in the respective
rounds constitute all of the component measurement request
parameters for the access controller, and part of platform
authentication on the access controller is completed by per-
forming the operations related to the access controller in the
foregoing step 1) to step 10) according to the generated com-
ponent measurement request parameters in each round.

Those skilled in the art can appreciate that the signatures
added in the relevant information, the platform identity cer-
tificate of the access requester and the platform identity cer-
tificate of the access controller are optional information in
some of the foregoing steps and can be adopted in an
improved solution to enhanced security of platform authen-
tication. In some cases, the functions of the integrity mea-
surement collectors above the TNC client can alternatively be
integrated on the TNC client, or the functions of the integrity
measurement collectors above the TNC access point can
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alternatively be integrated on the TNC access point. The
functions of the integrity measurement collectors above the
platform evaluation server can alternatively be integrated on
the platform evaluation server.

In order to perform the foregoing platform authentication
policy management method, embodiments of the invention
further provide a TNC client, a TNC access point and a
platform evaluation server with corresponding functions.

As illustrated in FIG. 3, a TNC client according to an
embodiment of the invention includes:

A first configuring unit 301 configured to receive config-
ured first platform authentication policies including a plat-
form authentication management policy of an access
requester, platform configuration protection policies of the
access requester, platform evaluation policies for an access
controller and a platform authentication action recommenda-
tion generation policy of the access requester;

A first obtaining unit 302 configured, upon reception of a
first set of component measurement request parameters and
platform evaluation policies for the access requester, to obtain
a first set of component measurements corresponding to the
first set of component measurement request parameters, to
generate protection policies of the access requester corre-
sponding to the first set of component measurement request
parameters and to transmit the first set of component mea-
surements, the received platform evaluation policies of the
access requester and the generated protection policies of the
access requester to a TNC access point; and

A first generating unit 303 configured to generate and
transmit to the TNC access point a platform action recom-
mendation of the access requester.

Preferably the first obtaining unit 302 is further configured
to transmit the component measurement request parameter
corresponding to each component type identifier in the first
set of component measurement request parameters to respec-
tive integrity measurement collectors corresponding to the
TNC client upon reception of the first set of component mea-
surement request parameters so that these integrity measure-
ment collectors then return component measurements corre-
sponding to the respective component type identifiers
respectively to the TNC client, and the TNC client converges
the received component measurements corresponding to the
respective component type identifiers into a first set of com-
ponent measurements corresponding to the first set of com-
ponent measurement request parameters.

Preferably the first generating unit 303 is further config-
ured to generate second set of component measurement
request parameters for the access controller under the first
platform authentication polices of the access requester and
second platform authentication polices of the access control-
ler.

As illustrated in FIG. 4, a TNC access point in a trusted
connection architecture TNC according to an embodiment of
the invention includes:

A second configuring unit 401 configured to receive con-
figured second platform authentication policies including a
platform authentication management policy of an access con-
troller, platform configuration protection policies of the
access controller, platform evaluation policies for an access
requester and a platform authentication action recommenda-
tion generation policy of the access controller; or, when the
second platform authentication policies are configured on an
evaluation policy server, to request the evaluation policy
server for the second platform authentication policies and to
receive the second platform authentication policies transmit-
ted from the evaluation policy server;
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A second generating unit 402 configured to generate and
transmit to a TNC client a first set of component measurement
request parameters and platform evaluation policies for the
access requester under the platform configuration protection
policies of the access controller and the platform evaluation
policies for the access requester among the second platform
authentication policies to initiate one round of a platform
authentication protocol, where if the first set of component
measurement request parameters is all of component mea-
surement request parameters for the access requester, then the
platform evaluation policies for the access requester include a
component type-level convergence platform evaluation
policy;

A forwarding unit 403 configured to receive and forward,
to the evaluation policy server, a first set of component mea-
surements, the platform evaluation policies of the access
requester and protection policies of the access requester
transmitted from the TNC client; and

A second obtaining unit 404 configured, when the first set
of component measurement request parameters are all of the
component measurement request parameters for the access
requester and the platform evaluation policies for the access
requester corresponding to the first set of component mea-
surement request parameters do not include a component
type-level convergence platform evaluation policy, for the
TNC access point to converge component type-level platform
evaluation results generated by the evaluation policy server in
the current round of the platform authentication protocol into
a platform-level platform evaluation result for the access
requester corresponding to the first set of component mea-
surement request parameters; to transmit component reme-
diation information for the access requester corresponding to
the first set of component measurement request parameters to
respective corresponding integrity measurement collectors
above the TNC access point per component type identifier;
and to transmit the platform-level platform evaluation result
for the access requester and the information transmitted from
the evaluation policy server to the TNC client.

Furthermore the second obtaining unit 404 is further con-
figured to obtain component measurements of the access
controller corresponding to a second set of component mea-
surement request parameters; and for the TNC access point to
generate platform configuration protection policies of the
access controller correspond to the second set of component
measurement request parameters under the second platform
configuration protection policies and to transmit the gener-
ated information together to the evaluation policy server.

Preferably the second obtaining unit 404 is further config-
ured to transmit a component measurement request parameter
corresponding to the component type identifier to the respec-
tive corresponding integrity measurement collectors above
the TNC access point so that these integrity measurement
collectors then return component measurements correspond-
ing to the component type identifier to the TNC access point,
and finally the TNC access point converges the received com-
ponent measurements into component measurements of the
access controller corresponding to the second set of compo-
nent measurement request parameters.

As illustrated in FIG. 5, a first platform evaluation server in
a trusted connection architecture TNC according to an
embodiment of the invention includes:

A receiving unit 501 configured to receive a first set of
component measurements; and

A third obtaining unit 502 configured, for each component
type identifier, to transmit the following information corre-

25

40

45

50

55

60

65

28

sponding to the component type identifier in the first set of
component measurements to corresponding upper integrity
measurement verifiers:

Information a which is the component measurements;

Information b which is a platform configuration protection
policy corresponding to the component type identifier among
platform configuration protection policies of an access
requester corresponding to a first set of component measure-
ment request parameters; and

Information ¢ which is a platform evaluation policy corre-
sponding to the component type identifier among platform
evaluation policies for the access requester corresponding to
the first set of component measurement request parameters.

Then these integrity measurement verifiers return compo-
nent product-level platform evaluation results, a difference
platform evaluation policy and component remediation infor-
mation corresponding to the component type identifier;

If the first set of component measurement request param-
eters are all of component measurement request parameters
for the access requester, then the difference platform evalua-
tion policies and the component remediation information cor-
responding to these component type identifiers are converged
into difference platform evaluation policies for the access
requester and component remediation information for the
access requester corresponding to the first set of component
measurement request parameters; and if the platform evalu-
ation policies for the access requester corresponding to the
first set of component measurement request parameters
include a component type-level convergence platform evalu-
ation policy, then component type-level platform evaluation
results corresponding to these component type identifiers are
converged into a platform-level platform evaluation result for
the access requester corresponding to the first set of compo-
nent measurement request parameters under the component
type-level convergence platform evaluation policy among the
platform evaluation policies for the access requester corre-
sponding to the first set of component measurement request
parameters; and

If the first set of component measurement request param-
eters are all of the component measurement request param-
eters for the access requester and the platform evaluation
policies for the access requester corresponding to the first set
of component measurement request parameters do not
include a component type-level convergence platform evalu-
ation policy, then a TNC access point converges component
type-level platform evaluation results generated by an evalu-
ation policy server in the current round of a platform authen-
tication protocol into a platform-level platform evaluation
result for the access requester corresponding to the first set of
component measurement request parameters.

Furthermore there is further included a third configuring
unit 503 configured to receive configured second platform
authentication policies and to transmit the configured second
platform authentication policies to the TNC access point
when the TNC access point requests for the second platform
authentication policies.

Furthermore the receiving unit 501 is further configured to
receive a second set of component measurements; and

The third obtaining unit 502 is further configured, for each
component type identifier in a second set of component mea-
surement request parameters, to transmit the following infor-
mation to corresponding upper integrity measurement verifi-
ers:

Information d which is the second set of component mea-
surements;

Information e which is a platform configuration protection
policy corresponding to the component type identifier among
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platform configuration protection policies of the access con-
troller corresponding to the second set of component mea-
surement request parameters; and

Information f which is a platform evaluation policy corre-
sponding to the component type identifier among platform
evaluation policies of the access controller corresponding to
the second set of component measurement request param-
eters;

Then these integrity measurement verifiers return compo-
nent product-level platform evaluation results, a difference
platform evaluation policy and component remediation infor-
mation corresponding to the component type identifier;

Next the respective component product-level platform
evaluation results corresponding to the component type iden-
tifier are converged into a component type-level platform
evaluation result under the platform evaluation policy corre-
sponding to the component type identifier among the plat-
form evaluation policies for the access controller correspond-
ing to the second set of component measurement request
parameters, where a component product-level platform
evaluation result corresponding to each component product
sequence number corresponding to the component type iden-
tifier is generated by the integrity measurement verifiers con-
verging respective component attribute-level platform evalu-
ation results corresponding to the component product
sequence number under a component attribute-level conver-
gence platform evaluation policy corresponding to the com-
ponent product sequence number in the information f, and
each component attribute-level platform evaluation result
corresponding to the component product sequence number is
generated by the integrity measurement verifiers under a plat-
form evaluation policy corresponding to the component
attribute identifier corresponding to the component product
sequence number in the information f and a platform evalu-
ation policy corresponding to the component attribute iden-
tifier of the component product sequence number in the infor-
mation e; and

If the second set of component measurement request
parameters are all of component measurement request param-
eters for the access controller, then the difference platform
evaluation policies corresponding to these component type
identifiers are converged into difference platform evaluation
policies for the access controller corresponding to the second
set of component measurement request parameters, and the
component remediation information corresponding to these
component type identifiers is converged into component
remediation information for the access controller correspond-
ing to the second set of component measurement request
parameters; and if the platform evaluation policies for the
access controller corresponding to the second set of compo-
nent measurement request parameters include a component
type-level convergence platform evaluation policy, then the
evaluation policy server converges the component type-level
platform evaluation results corresponding to these compo-
nent type identifiers into a platform-level platform evaluation
result for the access controller corresponding to the second
set of component measurement request parameters under the
component type-level convergence platform evaluation
policy among the platform evaluation policies for the access
controller corresponding to the second set of component mea-
surement request parameters and transmits the generated
information to the TNC access point.

Still referring to FIG. 5, a second platform evaluation
server in a trusted connection architecture TNC according to
an embodiment of the invention includes:

A receiving unit 501 configured to receive a second set of
component measurements; and
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A third obtaining unit 502 is further configured, for each
component type identifier in a second set of component mea-
surement request parameters, to transmit the following infor-
mation to corresponding upper integrity measurement verifi-
ers:

Information d which is the second set of component mea-
surements;

Information e which is a platform configuration protection
policy corresponding to the component type identifier among
platform configuration protection policies of the access con-
troller corresponding to the second set of component mea-
surement request parameters; and

Information f which is a platform evaluation policy corre-
sponding to the component type identifier among platform
evaluation policies of the access controller corresponding to
the second set of component measurement request param-
eters;

Then these integrity measurement verifiers return compo-
nent product-level platform evaluation results, a difference
platform evaluation policy and component remediation infor-
mation corresponding to the component type identifier;

Next the respective component product-level platform
evaluation results corresponding to the component type iden-
tifier are converged into a component type-level platform
evaluation result under the platform evaluation policy corre-
sponding to the component type identifier among the plat-
form evaluation policies for the access controller correspond-
ing to the second set of component measurement request
parameters, where a component product-level platform
evaluation result corresponding to each component product
sequence number corresponding to the component type iden-
tifier is generated by the integrity measurement verifiers con-
verging respective component attribute-level platform evalu-
ation results corresponding to the component product
sequence number under a component attribute-level conver-
gence platform evaluation policy corresponding to the com-
ponent product sequence number in the information f, and
each component attribute-level platform evaluation result
corresponding to the component product sequence number is
generated by the integrity measurement verifiers under a plat-
form evaluation policy corresponding to the component
attribute identifier corresponding to the component product
sequence number in the information f and a platform evalu-
ation policy corresponding to the component attribute iden-
tifier of the component product sequence number in the infor-
mation e; and

If the second set of component measurement request
parameters are all of component measurement request param-
eters for the access controller, then the difference platform
evaluation policies corresponding to these component type
identifiers are converged into difference platform evaluation
policies for the access controller corresponding to the second
set of component measurement request parameters, and the
component remediation information corresponding to these
component type identifiers is converged into component
remediation information for the access controller correspond-
ing to the second set of component measurement request
parameters; and if the platform evaluation policies for the
access controller corresponding to the second set of compo-
nent measurement request parameters include a component
type-level convergence platform evaluation policy, then the
evaluation policy server converges the component type-level
platform evaluation results corresponding to these compo-
nent type identifiers into a platform-level platform evaluation
result for the access controller corresponding to the second
set of component measurement request parameters under the
component type-level convergence platform evaluation



US 9,246,942 B2

31

policy among the platform evaluation policies for the access
controller corresponding to the second set of component mea-
surement request parameters and transmits the generated
information to a TNC access point.

With the technical solutions according to the embodiments
of the invention, good application extensibility can be
achieved for performing platform authentication ofa TCA. In
the embodiments of the invention, platform authentication
policies for an access requester can be configured on a TNC
access point or configured on an evaluation policy server, and
the platform authentication policies for the access requester
configured on the evaluation policy server can be transmitted
to the TNC access point. Furthermore a component type-level
convergence platform evaluation policy can be enforced on
the TNC access point or on the evaluation policy server so that
good application extensibility can be achieved for performing
platform authentication of the TCA.

Performing platform authentication of the TCA can be
made easier to thereby manage to enhance easy manageabil-
ity of performing platform authentication of the TCA. In the
embodiments of the invention, the evaluation policy server
will not be involved in management of a network connection
between any TNC client and the TNC access point in a plat-
form authentication protocol so that performing platform
authentication of the TCA can be made easier to manage to
thereby enhance easy manageability of performing platform
authentication of the TCA.

As illustrated in FIG. 6, there is a schematic structural
diagram of the platform configuration protection policies in
the respective steps above, where the platform configuration
protection policies include a protection policy corresponding
to a component type identifier 1, a protection policy corre-
sponding to a component type identifier 2 and protection
policies corresponding to other component type identifiers
(represented as ““ . . . ” in the figure); the platform configura-
tion protection policy corresponding to the component type
identifier 1 includes a protection policy corresponding to a
component product sequence number 1, a protection policy
corresponding to a component product sequence number 2
and protection policies corresponding to other component
product sequence numbers (represented as “ . . . ” in the
figure); the protection policy corresponding to the component
type identifier 2 and the protection policies corresponding to
the other component type identifiers are structurally identical
to the protection policy corresponding to the component type
identifier 1; the protection policy corresponding to the com-
ponent product sequence number 1 includes a protection
policy corresponding to a component attribute identifier 1, a
protection policy corresponding to a component attribute
identifier 2 and protection policies corresponding to other
component attribute identifiers (represented as “ . . . ” in the
figure); and the protection policy corresponding to the com-
ponent product sequence number 2 and the protection poli-
cies corresponding to the other component product sequence
numbers are structurally identical to the protection policy
corresponding to the component product sequence number 1.

Particularly each component type identifier can identify a
specific component type, e.g., a firewall type; each compo-
nent product sequence number is a numerical sequence num-
ber of a component product generated locally by the TNC
client or the TNC access point, e.g., 1, 2, ;and a
component attribute is any attribute related to a component
product, e.g., identification information, integrity and opera-
tion statuses, etc., of the component product; and the same
will apply hereinafter.

As illustrated in FIG. 7, there is a schematic structural
diagram of the platform evaluation policies or the difference
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platform evaluation policies in the respective steps above,
where the platform evaluation policies or the difference plat-
form evaluation policies include a platform evaluation policy
corresponding to a component type identifier 1, a platform
evaluation policy corresponding to a component type identi-
fier 2 and platform evaluation policies corresponding to other
component type identifiers (represented as “ . . . ” in the
figure) and a component type-level convergence platform
evaluation policy; the platform evaluation policy correspond-
ing to the component type identifier 1 includes a platform
evaluation policy corresponding to a component product
sequence number 1, a platform evaluation policy correspond-
ing to a component product sequence number 2 and platform
evaluation policies corresponding to other component prod-
uct sequence numbers (represented as . .. in the figure) and
a component product-level convergence platform evaluation
policy; the platform evaluation policy corresponding to the
component type identifier 2 and the platform evaluation poli-
cies corresponding to the other component type identifiers are
structurally identical to the platform evaluation policy corre-
sponding to the component type identifier 1; the platform
evaluation policy corresponding to the component product
sequence number 1 includes a platform evaluation policy
corresponding to a component attribute identifier 1, a plat-
form evaluation policy corresponding to a component
attribute identifier 2 and platform evaluation policies corre-
sponding to other component attribute identifiers (repre-
sented as “. ..” in the figure) and a component attribute-level
convergence platform evaluation policy; and the platform
evaluation policy corresponding to the component product
sequence number 2 and the platform evaluation policies cor-
responding to the other component product sequence num-
bers are structurally identical to the platform evaluation
policy corresponding to the component product sequence
number 1.

As illustrated in FIG. 8, there is a schematic structural
diagram of the component measurement request parameters
in the respective steps above, where the component measure-
ment request parameters include a component measurement
request parameter corresponding to a component type iden-
tifier 1, a component measurement request parameter to a
component type identifier 2 and component measurement
request parameters corresponding to other component type
identifiers (represented as ““. . . in the figure); the component
measurement request parameter corresponding to the com-
ponent type identifier 1 includes a component measurement
request parameter corresponding to a component attribute
identifier 1, a component measurement request parameter
corresponding to a component attribute identifier 2 and com-
ponent measurement request parameters corresponding to
other component attribute identifiers (represented as ““...” in
the figure); and the component measurement request param-
eter corresponding to the component type identifier 2 and the
component measurement request parameters corresponding
to the other component type identifiers are structurally iden-
tical to the component measurement request parameter cor-
responding to the component type identifier 1.

Particularly each component attribute identifier can iden-
tify a specific component attribute, e.g., identification infor-
mation, integrity and operation statuses, etc., of a component
product, and the same will apply hereinafter.

As illustrated in FIG. 9, there is a schematic structural
diagram of the component measurements in the respective
steps above, where the component measurements include
component measurements corresponding to a component
type identifier 1, component measurements corresponding to
a component type identifier 2 and component measurements
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corresponding to other component type identifiers (repre-
sented as ““. . . ” in the figure); the component measurements

corresponding to the component type identifier 1 includes
component measurements corresponding to an IMC identi-
fier 1, component measurements corresponding to an IMC
identifier 2 and component measurements corresponding to
other IMC identifiers (represented as “ . . . in the figure); the
component measurements corresponding to the component
type identifier 2 and the component measurements corre-
sponding to the component type identifiers are structurally
identical to the component measurements corresponding to
the component type identifier 1; the component measure-
ments corresponding to the IMC identifier 1 includes com-
ponent measurements corresponding to a component product
associated sequence number 1, component measurements
corresponding to a component product associated sequence
number 2 and component measurements corresponding to
other component product associated sequence numbers (rep-
resented as ““. . . ” in the figure); the component measurements
corresponding to the IMC identifier 2 and the component
measurements corresponding to the other IMC identifiers are
structurally identical to the component measurements corre-
sponding to the IMC identifier 1; the component measure-
ments corresponding to the component product associated
sequence number 1 includes a component measurement cor-
responding to a component attribute identifier 1, a component
measurement corresponding to a component attribute identi-
fier 2 and component measurements corresponding to other
component attribute identifiers (represented as “ . . . ” in the
figure); and the component measurement corresponding to
the component product associated sequence number 2 and the
component measurements corresponding to the other com-
ponent product associated sequence numbers are structurally
identical to the component measurement corresponding to the
component product associated sequence number 1.

Particularly an IMC identifier can identify a specific IMC;
and a component product associated sequence number is a
numerical sequence number of a component product gener-
ated locally by an IMC.

As illustrated in FIG. 10, there is a schematic structural
diagram of the component remediation information in the
respective steps above, where the component remediation
information includes component remediation information
corresponding to a component type identifier 1, component
remediation information corresponding to a component type
identifier 2 and component remediation information corre-
sponding to other component type identifiers (illustrated as
« ” in the figure); the component remediation infor-
mation corresponding to the component type identifier 1
includes component remediation information corresponding
to an [IMC identifier+IMV identifier] 1, component remedia-
tion information corresponding to an [IMC identifier+IMV
identifier] 2 and component remediation information corre-
sponding to other [IMC identifiers+IMV identifiers] (illus-
tratedas“...... ” in the figure); the component remediation
information corresponding to the component type identifier 2
and the component remediation information corresponding
to the other component type identifiers is structurally identi-
cal to the component remediation information corresponding
to the component type identifier 1; the component remedia-
tion information corresponding to an [IMC identifier+IMV
identifier] 1 comprises component remediation information
corresponding to a component product associated sequence
1, component remediation information corresponding to a
component product associated sequence 2 and component
remediation information corresponding to other component
product associated sequences (illustrated as ” in the
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figure); the component remediation information correspond-
ing to the [IMC identifier+IMV identifier]| 2 and the compo-
nent remediation information corresponding to the other
[IMC identifiers+IMV identifiers] is structurally identical to
the component remediation information corresponding to the
[IMC identifier+IMV identifier] 1; the component remedia-
tion information corresponding to the component product
associated sequence 1 includes component remediation infor-
mation corresponding to a component attribute identifier 1,
component remediation information corresponding to a com-
ponent attribute identifier 2 and component remediation
information corresponding to other component attribute iden-
tifiers (illustrated as “ . ... .. ” in the figure); and the
component remediation information corresponding to the
component product associated sequence 2 and the component
remediation information corresponding to the other compo-
nent product associated sequences is structurally identical to
the component remediation information corresponding to the
component product associated sequence 1.

Particularly an IMV identifier in an [IMC identifier+IMV
identifier] can identify a specific IMV; and an [IMC identi-
fier+IMV identifier| identifies platform remediation informa-
tion transmitted from a specific IMV to a specific IMC.

In the foregoing platform authentication policy manage-
ment method, if a platform authentication protocol is not the
first round of the platform authentication protocol, then the
platform authentication protocol does not include relevant
information of platform identity certificate verification.

In the foregoing platform authentication policy manage-
ment method, bidirectional platform authentication between
an access requester and an access controller can be per-
formed, or unidirectional platform authentication of the
access requester to the access controller or unidirectional
platform authentication of the access controller to the access
requester can be performed by selecting parameters of a plat-
form authentication protocol in one direction for use.

There is a platform authentication policy management sys-
tem applicable to a trusted connection architecture, and the
system includes a TNC access point, a TNC client and an
evaluation policy server, where the TNC access point initiates
one round of a platform authentication protocol under a plat-
form authentication management policy of an access control-
ler and platform evaluation authentication policies for an
access requester and transmits first information generated by
the TNC point to the TNC client; the TNC client transmits
second information to the TNC access point upon reception of
the first information transmitted from the TNC access point;
the TNC access point transmits third information to the evalu-
ation policy server upon reception of the second information
transmitted from the TNC client; the evaluation policy server
transmits fourth information generated by the evaluation
policy server to the TNC access point upon reception of the
third information transmitted from the TNC access point; the
TNC access point transmits fifth information to the TNC
client upon reception of the fourth information transmitted
from the evaluation policy server; the TNC client transmits
sixth information to the TNC access point upon reception of
the fifth information transmitted from the TNC access point;
and the TNC access point transmits a platform authentication
action recommendation of the access requester to respective
corresponding integrity measurement collectors above the
TNC access point upon reception of the sixth information
transmitted from the TNC client.

Evidently those skilled in the art can make various reme-
diations and variations to the invention without departing
from the spirit and scope of the invention. Thus the invention
is also intended to encompass these remediations and varia-
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tions thereto so long as the remediations and variations come
into the scope of the claims appended to the invention and
their equivalents.

Those skilled in the art shall appreciate that the embodi-
ments of the invention can be embodied as a method, a system
or a computer program product. Therefore the invention can
be embodied in the form of an all-hardware embodiment, an
all-software embodiment or an embodiment of software and
hardware in combination. Furthermore the invention can be
embodied in the form of a computer program product embod-
ied in one or more computer useable storage mediums (in-
cluding but not limited to a disk memory, a CD-ROM, an
optical memory, etc.) in which computer useable program
codes are contained.

The invention has been described in a flow chart and/or a
block diagram of the method, the device (system) and the
computer program product according to the embodiments of
the invention. It shall be appreciated that respective flows
and/or blocks in the flow chart and/or the block diagram and
combinations of the flows and/or the blocks in the flow chart
and/or the block diagram can be embodied in computer pro-
gram instructions. These computer program instructions can
be loaded onto a general-purpose computer, a specific-pur-
pose computer, an embedded processor or a processor of
another programmable data processing device to produce a
machine so that the instructions executed on the computer or
the processor of the other programmable data processing
device create means for performing the functions specified in
the flow(s) of the flow chart and/or the block(s) of the block
diagram.

These computer program instructions can also be stored
into a computer readable memory capable of directing the
computer or the other programmable data processing device
to operate in a specific manner so that the instructions stored
in the computer readable memory create an article of manu-
facture including instruction means which perform the func-
tions specified in the flow(s) of the flow chart and/or the
block(s) of the block diagram.

These computer program instructions can also be loaded
onto the computer or the other programmable data processing
device so that a series of operational steps are performed on
the computer or the other programmable data processing
device to create a computer implemented process so that the
instructions executed on the computer or the other program-
mable device provide steps for performing the functions
specified in the flow(s) of the flow chart and/or the block(s) of
the block diagram.

Although the preferred embodiments of the invention have
been described, those skilled in the art benefiting from the
underlying inventive concept can make additional remedia-
tions and variations to these embodiments. Accordingly the
appended claims are intended to be construed as encompass-
ing the preferred embodiments and all the remediations and
variations coming into the scope of the invention.

Evidently those skilled in the art can make various reme-
diations and variations to the embodiments of the invention
without departing from the spirit and scope of the embodi-
ments of the invention. Thus the invention is also intended to
encompass these remediations and variations of the embodi-
ments thereof'so long as the remediations and variations come
into the scope of the claims appended to the invention and
their equivalents.

The invention claimed is:

1. A platform authentication policy management method
applicable to a trusted connection architecture, comprising:

step 1, configuring, on a Trusted Network Connection,

TNC, client, first platform authentication policies com-
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prising a platform authentication management policy of
an access requester, platform configuration protection
policies of the access requester, platform evaluation
policies for an access controller and a platform authen-
tication action recommendation generation policy of the
access requester; and

configuring, on a TNC access point or an evaluation policy
server, second platform authentication policies compris-
ing a platform authentication management policy of the
access controller, platform configuration protection
policies of the access controller, platform evaluation
policies for the access requester and a platform authen-
tication action recommendation generation policy of the
access controller;

step 2, if the second platform authentication policies are
configured on the evaluation policy server, then the TNC
access point requesting the evaluation policy server for
the second platform authentication policies, and then the
evaluation policy server transmitting the configured sec-
ond platform authentication policies to the TNC access
point;

step 3, the TNC access point generating and transmitting to
the TNC client a first set of component measurement
request parameters and platform evaluation policies for
the access requester under the platform authentication
management policy of the access controller and the plat-
form evaluation policies for the access requester among
the second platform authentication policies to initiate
one round of a platform authentication protocol,
wherein if the first set of component measurement
request parameters are all of component measurement
request parameters for the access requester, then the
platform evaluation policies for the access requester
comprise a component type-level convergence platform
evaluation policy;

step 4, the TNC client, upon reception of the first set of
component measurement request parameters and the
platform evaluation policies for the access requester,
obtaining a first set of component measurements corre-
sponding to the first set of component measurement
request parameters, generating protection policies ofthe
access requester corresponding to the first set of com-
ponent measurement request parameters and transmit-
ting the first set of component measurements, the
received platform evaluation policies for the access
requester and the generated protection policies of the
access requester to the TNC access point;

step 5, the TNC access point receiving and forwarding to
the evaluation policy server the first set of component
measurements, the platform evaluation policies for the
access requester and the protection policies of the access
requester transmitted from the TNC client;

step 6, the evaluation policy server, for each component
type identifier, transmitting the following information
corresponding to the component type identifier in the
first set of component measurements to corresponding
upper integrity measurement verifiers:

information a which is the component measurements;

information b which is a platform configuration protection
policy corresponding to the component type identifier
among the platform configuration protection policies of
the access requester corresponding to the first set of
component measurement request parameters; and

information ¢ which is a platform evaluation policy corre-
sponding to the component type identifier among the
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platform evaluation policies for the access requester cor-
responding to the first set of component measurement
request parameters;

then the integrity measurement verifiers returning compo-
nent product-level platform evaluation results, a differ-
ence platform evaluation policy and component reme-
diation information corresponding to the component
type identifier;

if the first set of component measurement request param-
eters are all of the component measurement request
parameters for the access requester, then the evaluation
policy server converging difference platform evaluation
policies and component remediation information corre-
sponding to respective component type identifiers into
difference platform evaluation policies for the access
requester and component remediation information for
the access requester corresponding to the first set of
component measurement request parameters; and if the
platform evaluation policies for the access requester cor-
responding to the first set of component measurement
request parameters comprise a component type-level
convergence platform evaluation policy, then the evalu-
ation policy server converging component type-level
platform evaluation results corresponding to the compo-
nent type identifiers into a platform-level platform
evaluation result for the access requester corresponding
to the first set of component measurement request
parameters under the component type-level conver-
gence platform evaluation policy among the platform
evaluation policies for the access requester correspond-
ing to the first set of component measurement request
parameters;

step 7, if the first set of component measurement request
parameters are all of the component measurement
request parameters for the access requester and the plat-
form evaluation policies for the access requester corre-
sponding to the first set of component measurement
request parameters do not comprise a component type-
level convergence platform evaluation policy, then the
TNC access point converging the component type-level
platform evaluation results generated by the evaluation
policy server in the current round of the platform authen-
tication protocol into a platform-level platform evalua-
tion result for the access requester corresponding to the
first set of component measurement request parameters;

the TNC access point transmitting the component reme-
diation information for the access requester correspond-
ing to the first set of component measurement request
parameters to respective corresponding integrity mea-
surement collectors above the TNC access point per
component type identifier; and

the TNC access point transmitting the platform-level plat-
form evaluation result for the access requester and the
information transmitted from the evaluation policy
server in step 6 to the TNC client;

step 8, the TNC client generating and transmitting to the
TNC access point a platform action recommendation of
the access requester;

step 9, the TNC access point transmitting the platform
authentication action recommendation of the access
requester to the respective corresponding upper integrity
measurement collectors;

wherein if the first set of component measurement request
parameters are a part of the component measurement
request parameters for the access requester, then:

step 6 further comprises: the evaluation policy server con-
verging the respective component product-level plat-
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form evaluation results corresponding to the component
type identifier into a component type-level platform
evaluation result under the platform evaluation policy
corresponding to the component type identifier among
the platform evaluation policies for the access requester
corresponding to the first set of component measure-
ment request parameters, wherein a component product-
level platform evaluation result corresponding to each
component product sequence number corresponding to
the component type identifier is generated by the integ-
rity measurement verifiers converging respective com-
ponent attribute-level platform evaluation results corre-
sponding to the component product sequence number
under a component attribute-level convergence platform
evaluation policy corresponding to the component prod-
uct sequence number in the information ¢, and each
component attribute-level platform evaluation result
corresponding to the component product sequence num-
ber is generated by the integrity measurement verifiers
under a platform evaluation policy corresponding to the
component attribute identifier corresponding to the
component product sequence number in the information
¢ and a platform evaluation policy corresponding to the
component attribute identifier of the component product
sequence number in the information b; and

step 7 further comprises: if parts of the component mea-
surement request parameters for the access requester
generated in respective rounds of the platform authenti-
cation protocol constitute all of the component measure-
ment request parameters for the access requester, then
the TNC access point converging component type-level
platform evaluation results generated by the evaluation
policy server in the respective rounds of the platform
authentication protocol and converging difference plat-
form evaluation polices and component remediation
information generated by the evaluation policy server in
the respective rounds of the platform authentication pro-
tocol into difference platform evaluation polices and
component remediation information for the access
requester; otherwise, the TNC access point initiating
another round of the platform authentication protocol at
the end of the current round of the platform authentica-
tion protocol;

wherein: step 4 further comprises: generating a second set
of component measurement request parameters for the
access controller under the first platform authentication
management policy of the access requester and the sec-
ond platform evaluation policies for the access control-
ler; and

if the second set of component measurement request
parameters are all of component measurement request
parameters for the access controller, then generating
platform evaluation policies for the access controller
corresponding to the second set of component measure-
ment request parameters under the second platform
evaluation policies, wherein the platform evaluation
policies for the access controller corresponding to the
second set of component measurement request param-
eters comprise a component type-level convergence
platform evaluation policy, and transmitting the gener-
ated information together to the TNC access point;

step 5 further comprises: for a component measurement
request parameter corresponding to each component
type identifier in the second set of component measure-
ment request parameters, the TNC access point obtain-
ing component measurements of the access controller
corresponding to the second set of component measure-
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ment request parameters; and the TNC access point gen-
erating platform configuration protection polices of the
access controller corresponding to the second set of
component measurement request parameters under the
second platform configuration protection polices and
transmitting the generated information together to the
evaluation policy server;

step 6 further comprises: for each component type identi-
fier in the second set of component measurement request
parameters, the evaluation policy server transmitting the
following information to the corresponding upper integ-
rity measurement verifiers:

information d which is a second set of component mea-
surements;

information e which is a platform configuration protection
policy corresponding to the component type identifier
among the platform configuration protection policies of
the access controller corresponding to the second set of
component measurement request parameters; and

information f which is a platform evaluation policy corre-
sponding to the component type identifier among the
platform evaluation policies for the access controller
corresponding to the second set of component measure-
ment request parameters;

then the integrity measurement verifiers returning compo-
nent product-level platform evaluation results, a differ-
ence platform evaluation policy and component reme-
diation information corresponding to the component
type identifier;

next the evaluation policy server converging the respective
component product-level platform evaluation results
corresponding to the component type identifier into a
component type-level platform evaluation result under
the platform evaluation policy corresponding to the
component type identifier among the platform evalua-
tion policies for the access controller corresponding to
the second set of component measurement request
parameters, wherein a component product-level plat-
form evaluation result corresponding to each component
product sequence number corresponding to the compo-
nent type identifier is generated by the integrity mea-
surement verifiers converging respective component
attribute-level platform evaluation results correspond-
ing to the component product sequence number under a
component attribute-level convergence platform evalu-
ation policy corresponding to the component product
sequence number in the information f, and each compo-
nent attribute-level platform evaluation result corre-
sponding to the component product sequence number is
generated by the integrity measurement verifiers under a
platform evaluation policy corresponding to the compo-
nent attribute identifier corresponding to the component
product sequence number in the information f and a
platform evaluation policy corresponding to the compo-
nent attribute identifier of the component product
sequence number in the information e; and

if the second set of component measurement request
parameters are all of the component measurement
request parameters for the access controller, then con-
verging the difference platform evaluation policies cor-
responding to the component type identifiers into differ-
ence platform evaluation policies for the access
controller corresponding to the second set of component
measurement request parameters, and converging the
component remediation information corresponding to
the component type identifiers into component remedia-
tion information for the access controller corresponding
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to the second set of component measurement request
parameters; and if the platform evaluation policies for
the access controller corresponding to the second set of
component measurement request parameters comprise a
component type-level convergence platform evaluation
policy, then the evaluation policy server converging the
component type-level platform evaluation results corre-
sponding to the component type identifiers into a plat-
form-level platform evaluation result for the access con-
troller corresponding to the second set of component
measurement request parameters under the component
type-level convergence platform evaluation policy
among the platform evaluation policies for the access
controller corresponding to the second set of component
measurement request parameters and transmitting the
generated information to the TNC access point;

step 7 further comprises: if the TNC access point is not
required to initiate another round of the platform authen-
tication protocol, then generating and transmitting to the
TNC client a platform authentication action recommen-
dation of the access controller; and

step 8 further comprises: if the second set of component
measurement request parameters are all of the compo-
nent measurement request parameters for the access
controller and the platform evaluation policies for the
access controller corresponding to the second set of
component measurement request parameters do not
comprise a component type-level convergence platform
evaluation policy, then the TNC client converging the
component type-level platform evaluation results corre-
sponding to the respective component type identifiers
generated by the evaluation policy server in step 6 in the
current round of the platform authentication protocol
into a platform-level platform evaluation result for the
access controller corresponding to the second set of
component measurement request parameters under the
component type-level convergence platform evaluation
policy among the platform evaluation policies for the
access controller corresponding to the second set of
component measurement request parameters;

the TNC client transmitting the component remediation
information for the access controller corresponding to
the second set of component measurement request
parameters to respective corresponding integrity mea-
surement collectors above the TNC client per compo-
nent type identifier; and

ifthe information transmitted from the TNC access pointin
step 7 comprises the platform authentication action rec-
ommendation of the access controller, then the TNC
client transmitting the platform authentication action
recommendation of the access controller to the respec-
tive corresponding integrity measurement collectors
above the TNC client.

2. The method of claim 1, wherein the TNC client obtain-

ing a first set of component measurements corresponding to
the first set of component measurement request parameters
upon reception of the first set of component measurement
request parameters in the step 4 comprises:

the TNC client transmitting a component measurement
request parameter corresponding to each component
type identifier in the first set of component measurement
request parameters to respective integrity measurement
collectors corresponding to the TNC client upon recep-
tion of the first set of component measurement request
parameters, then the integrity measurement collectors
returning component measurements corresponding to
respective component type identifiers respectively to the
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TNC client, and the TNC client converging the received
component measurements corresponding to the respec-
tive component type identifiers into the first set of com-
ponent measurements corresponding to the first set of
component measurement request parameters.

3. The method of claim 2, wherein step 4 further comprises:
the TNC client further transmitting a platform identity cer-
tificate of the access requester to the INC access point;

step 5 further comprises; the TNC access point verifying a

platform signature in the first set of component measure-
ments against the platform identity certificate of the
access requester, and the TNC access point further trans-
mitting the platform identity certificate of the access
requester and a platform identity certificate of the access
controller to the evaluation policy server;

step 6 further comprises: the evaluation policy server veri-

fying the platform identity certificate of the access
requester and the platform identity certificate of the
access controller, generating a platform identity certifi-
cate verification result of the access requester and a
platform identity certificate verification result of the
access controller, and transmitting the verification
results to the TNC access point;

step 7 further comprises: the TNC access point determin-

ing whether the platform identity certificate ofthe access
requester is valid according to the platform identity cer-
tificate verification result of the access requester, and
transmitting the platform identity certificate and the
platform identity certificate verification result of the
access controller to the TNC client; and

step 8 further comprises: the TNC client verifying a plat-

4.

form signature in a second set of component measure-
ments against the platform identity certificate of the
access controller, and determining whether the platform
identity certificate of the access controller is valid
according to the platform identity certificate verification
result of the access controller.

The method of claim 1, wherein:

the TNC access point obtaining component measurements

of'the access controller corresponding to the second set
of component measurement request parameters in the
step 4 comprises: the TNC access point transmitting the
component measurement request parameter corre-
sponding to the component type identifier to the respec-
tive corresponding integrity measurement collectors
above the TNC access point, then the integrity measure-
ment collectors returning component measurements
corresponding to the component type identifier to the
TNC access point, and finally the TNC access point
converging the received component measurements into
component measurements of the access controller cor-
responding to the second set of component measurement
request parameters.

5. The method of claim 4, wherein step 4 further comprises:
the TNC client further transmitting a platform identity cer-
tificate of the access requester to the TNC access point;

step 5 further comprises: the TNC access point verifying a

platform signature in the first set of component measure-
ments against the platform identity certificate of the
access requester, and the TNC access point further trans-
mitting the platform identity certificate of the access
requester and a platform identity certificate of the access
controller to the evaluation policy server;

step 6 further comprises: the evaluation policy server veri-

fying the platform identity certificate of the access
requester and the platform identity certificate of the
access controller, generating a platform identity certifi-
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cate verification result of the access requester and a
platform identity certificate verification result of the
access controller, and transmitting the verification
results to the TNC access point;

step 7 further comprises: the TNC access point determin-

ing whether the platform identity certificate ofthe access
requester is valid according to the platform identity cer-
tificate verification result of the access requester, and
transmitting the platform identity certificate and the
platform identity certificate verification result of the
access controller to the TNC client; and

step 8 further comprises: the TNC client verifying a plat-

form signature in a second set of component measure-
ments against the platform identity certificate of the
access controller, and determining whether the platform
identity certificate of the access controller is valid
according to the platform identity certificate verification
result of the access controller.

6. The method of claim 4, wherein if the second set of

20 component measurement request parameters are a part of the
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component measurement request parameters for the access
controller, then:
step 8 further comprises: if parts of the component mea-

surement request parameters for the access controller
generated by the TNC client in the respective rounds of
the platform authentication protocol constitute all of the
component measurement request parameters for the
access controller, then the TNC client converging the
component type-level platform evaluation results corre-
sponding to the respective component type identifiers
generated by the evaluation policy server in the respec-
tive rounds of the platform authentication protocol and
converging the difference platform evaluation polices
and the component remediation information generated
by the evaluation policy server in the respective rounds
of the platform authentication protocol into difference
platform evaluation polices and component remediation
information for the access controller corresponding to
the second set of component measurement request
parameters; otherwise, the TNC client initiating another
round of the platform authentication protocol at the end
of the current round of the platform authentication pro-
tocol; and if another round of the platform authentica-
tion protocol initiated from the TNC access point has not
been received in a specific period of time, then the TNC
client initiating on its own initiative another round of the
platform authentication protocol.

7. The method of claim 1, wherein step 4 further comprises:
the TNC client further transmitting a platform identity cer-

50 tificate of the access requester to the TNC access point;
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step 5 further comprises: the TNC access point verifying a

platform signature in the first set of component measure-
ments against the platform identity certificate of the
access requester, and the TNC access point further trans-
mitting the platform identity certificate of the access
requester and a platform identity certificate of the access
controller to the evaluation policy server;

step 6 further comprises: the evaluation policy server veri-

fying the platform identity certificate of the access
requester and the platform identity certificate of the
access controller, generating a platform identity certifi-
cate verification result of the access requester and a
platform identity certificate verification result of the
access controller, and transmitting the verification
results to the TNC access point;

step 7 further comprises: the TNC access point determin-

ing whether the platform identity certificate ofthe access
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requester is valid according to the platform identity cer-
tificate verification result of the access requester, and
transmitting the platform identity certificate and the
platform identity certificate verification result of the
access controller to the TNC client; and

step 8 further comprises: the TNC client verifying a plat-
form signature in a second set of component measure-
ments against the platform identity certificate of the
access controller, and determining whether the platform

44

platform identity certificate verification result of the
access controller to the TNC client; and

step 8 further comprises: the TNC client verifying a plat-

form signature in a second set of component measure-
ments against the platform identity certificate of the
access controller, and determining whether the platform
identity certificate of the access controller is valid
according to the platform identity certificate verification
result of the access controller.

10. A client in a trusted connection architecture TNC,

comprising:

a first configuring unit configured to receive configured
first platform authentication policies comprising a plat-
form authentication management policy of an access
requester, platform configuration protection policies of

identity certificate of the access controller is valid 10
according to the platform identity certificate verification
result of the access controller.
8. The method of claim 1, wherein step 4 further comprises:
the TNC client further transmitting a platform identity cer-
tificate of the access requester to the TNC access point; 15

step 5 further comprises: the TNC access point verifying a
platform signature in the first set of component measure-
ments against the platform identity certificate of the
access requester, and the TNC access point further trans-

tificate verification result of the access requester, and
transmitting the platform identity certificate and the

the access requester, platform evaluation policies for an
access controller and a platform authentication action
recommendation generation policy of the access
requester;

mitting the platform identity certificate of the access 20  a first obtaining unit configured, upon reception of a first
requester and a platform identity certificate of the access set of component measurement request parameters and
controller to the evaluation policy server; platform evaluation policies for the access requester, to
step 6 further comprises: the evaluation policy server veri- obtain a first set of component measurements corre-
fying the platform identity certificate of the access sponding to the first set of component measurement
requester and the platform identity certificate of the 25 request parameters, to generate protection policies ofthe
access controller, generating a platform identity certifi- access requester corresponding to the first set of com-
cate verification result of the access requester and a ponent measurement request parameters and to transmit
platform identity certificate verification result of the the first set of component measurements, the received
access controller, and transmitting the verification platform evaluation policies of the access requester and
results to the TNC access point; 30 the generated protection policies of the access requester
step 7 further comprises: the TNC access point determin- to a TNC access point; and
ing whether the platform identity certificate ofthe access a first generating unit configured to generate and transmit
requester is valid according to the platform identity cer- to the TNC access point a platform action recommenda-
tificate verification result of the access requester, and tion of the access requester;
transmitting the platform identity certificate and the 35  wherein the first generating unit is further configured to
platform identity certificate verification result of the generate second set of component measurement request
access controller to the TNC client; and parameters for the access controller under the first plat-
step 8 further comprises: the TNC client verifying a plat- form authentication polices of the access requester and
form signature in a second set of component measure- second platform authentication polices of the access
ments against the platform identity certificate of the 40 controller;
access controller, and determining whether the platform wherein if the second set of component measurement
identity certificate of the access controller is valid request parameters are all of component measurement
according to the platform identity certificate verification request parameters for the access controller, then gener-
result of the access controller. ating platform evaluation policies for the access control-
9. The method of claim 1, wherein step 4 further comprises: 45 ler corresponding to the second set of component mea-
the TNC client further transmitting a platform identity cer- surement request parameters under the second platform
tificate of the access requester to the TNC access point; evaluation policies, wherein the platform evaluation
step 5 further comprises: the TNC access point verifying a policies for the access controller corresponding to the
platform signature in the first set of component measure- second set of component measurement request param-
ments against the platform identity certificate of the 50 eters comprise a component type-level convergence
access requester, and the TNC access point further trans- platform evaluation policy, and transmitting the gener-
mitting the platform identity certificate of the access ated information together to the TNC access point;
requester and a platform identity certificate of the access the first obtaining unit is further configured, upon reception
controller to the evaluation policy server; of the platform authentication action recommendation
step 6 further comprises: the evaluation policy server veri- 55 of the access controller, to transmit the platform authen-
fying the platform identity certificate of the access tication action recommendation of the access controller
requester and the platform identity certificate of the to the respective corresponding integrity measurement
access controller, generating a platform identity certifi- collectors above the TNC client; and
cate verification result of the access requester and a if the second set of component measurement request
platform identity certificate verification result of the 60 parameters are all of the component measurement
access controller, and transmitting the verification request parameters for the access controller and the plat-
results to the TNC access point; form evaluation policies for the access controller corre-
step 7 further comprises: the TNC access point determin- sponding to the second set of component measurement
ing whether the platform identity certificate ofthe access request parameters do not comprise a component type-
requester is valid according to the platform identity cer- 65 level convergence platform evaluation policy, then the

first generating unit is further configured to converge the
component type-level platform evaluation results corre-
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sponding to the respective component type identifiers
generated by the evaluation policy server in the current
round of the platform authentication protocol into a plat-
form-level platform evaluation result for the access con-
troller corresponding to the second set of component
measurement request parameters under the component
type-level convergence platform evaluation policy
among the platform evaluation policies for the access
controller corresponding to the second set of component
measurement request parameters; and

the first generating unit is further configured to transmit the
component remediation information for the access con-
troller corresponding to the second set of component
measurement request parameters to respective corre-
sponding integrity measurement collectors above the
TNC client per component type identifier.

11. The client of claim 10, wherein the first obtaining unit
is further configured to transmit the component measurement
request parameter corresponding to each component type
identifier in the first set of component measurement request
parameters to respective integrity measurement collectors
corresponding to the TNC client upon reception of the first set
of component measurement request parameters so that these
integrity measurement collectors then return component
measurements corresponding to the respective component
type identifiers respectively to the TNC client, and the TNC
client converges the received component measurements cor-
responding to the respective component type identifiers into a
first set of component measurements corresponding to the
first set of component measurement request parameters.

12. A Trusted Network Connection, TNC, access point in a
trusted connection architecture TNC, comprising:

a configuring unit configured to receive configured second
platform authentication policies comprising a platform
authentication management policy of an access control-
ler, platform configuration protection policies of the
access controller, platform evaluation policies for an
access requester and a platform authentication action
recommendation generation policy of the access con-
troller; or, when the second platform authentication poli-
cies are configured on an evaluation policy server, to
request the evaluation policy server for the second plat-
form authentication policies and to receive the second
platform authentication policies transmitted from the
evaluation policy server;

a generating unit configured to generate and transmit to a
TNC client a first set of component measurement
request parameters and platform evaluation policies for
the access requester under the platform configuration
protection policies of the access controller and the plat-
form evaluation policies for the access requester among
the second platform authentication policies to initiate
one round of a platform authentication protocol,
wherein if the first set of component measurement
request parameters is all of component measurement
request parameters for the access requester, then the
platform evaluation policies for the access requester
comprise a component type-level convergence platform
evaluation policy;

a forwarding unit configured to receive and forward, to the
evaluation policy server, a first set of component mea-
surements, the platform evaluation policies of the access
requester and protection policies of the access requester
transmitted from the TNC client; and

an obtaining unit configured, when the first set of compo-
nent measurement request parameters are all of the com-
ponent measurement request parameters for the access

10

15

20

25

30

35

40

45

50

55

60

65

46

requester and the platform evaluation policies for the
access requester corresponding to the first set of com-
ponent measurement request parameters do not com-
prise a component type-level convergence platform
evaluation policy, for the TNC access point to converge
component type-level platform evaluation results gener-
ated by the evaluation policy server in the current round
of the platform authentication protocol into a platform-
level platform evaluation result for the access requester
corresponding to the first set of component measure-
ment request parameters; to transmit component reme-
diation information for the access requester correspond-
ing to the first set of component measurement request
parameters to respective corresponding integrity mea-
surement collectors above the TNC access point per
component type identifier; and to transmit the platform-
level platform evaluation result for the access requester
and the information transmitted from the evaluation
policy server to the TNC client;

wherein, the obtaining unit is further configured to obtain
component measurements of the access controller cor-
responding to a second set of component measurement
request parameters; and for the TNC access point to
generate platform configuration protection policies of
the access controller correspond to the second set of
component measurement request parameters under the
second platform configuration protection policies and to
transmit the generated information together to the evalu-
ation policy server; and

wherein the obtaining unit is further configured to transmit
a component measurement request parameter corre-
sponding to the component type identifier to the respec-
tive corresponding integrity measurement collectors
above the TNC access point so that these integrity mea-
surement collectors then return component measure-
ments corresponding to the component type identifier to
the TNC access point, and finally the TNC access point
converges the received component measurements into
component measurements of the access controller cor-
responding to the second set of component measurement
request parameters; and

the obtaining unit is further configured to receive a plat-
form-level platform evaluation result for the access con-
troller corresponding to the second set of component
measurement request parameters; and

the obtaining unit is further configured to generate and
transmit to the TNC client a platform authentication
action recommendation of the access controller.

13. A platform evaluation server in a trusted connection

architecture, TNC, comprising:

a receiving unit configured to receive a first set of compo-
nent measurements; and

an obtaining unit configured, for each component type
identifier, to transmit the following information corre-
sponding to the component type identifier in the first set
of component measurements to corresponding upper
integrity measurement verifiers:

information a which is the component measurements;

information b which is a platform configuration protection
policy corresponding to the component type identifier
among platform configuration protection policies of an
access requester corresponding to a first set of compo-
nent measurement request parameters; and

information ¢ which is a platform evaluation policy corre-
sponding to the component type identifier among plat-
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form evaluation policies for the access requester corre-
sponding to the first set of component measurement
request parameters;

then these integrity measurement verifiers return compo-
nent product-level platform evaluation results, a differ-
ence platform evaluation policy and component reme-
diation information corresponding to the component
type identifier;

if the first set of component measurement request param-
eters are all of component measurement request param-
eters for the access requester, then the difference plat-
form evaluation policies and the component remediation
information corresponding to these component type
identifiers are converged into difference platform evalu-
ation policies for the access requester and component
remediation information for the access requester corre-
sponding to the first set of component measurement
request parameters; and if the platform evaluation poli-
cies for the access requester corresponding to the first set
of component measurement request parameters com-
prise a component type-level convergence platform
evaluation policy, then component type-level platform
evaluation results corresponding to these component
type identifiers are converged into a platform-level plat-
form evaluation result for the access requester corre-
sponding to the first set of component measurement
request parameters under the component type-level con-
vergence platform evaluation policy among the platform
evaluation policies for the access requester correspond-
ing to the first set of component measurement request
parameters; and

if the first set of component measurement request param-
eters are all of the component measurement request
parameters for the access requester and the platform
evaluation policies for the access requester correspond-
ing to the first set of component measurement request
parameters do not comprise a component type-level con-
vergence platform evaluation policy, then a TNC access
point converges component type-level platform evalua-
tion results generated by an evaluation policy server in
the current round of a platform authentication protocol
into a platform-level platform evaluation result for the
access requester corresponding to the first set of com-
ponent measurement request parameters;

wherein, the receiving unit is further configured to receive
a second set of component measurements; and

the obtaining unit is further configured, for each compo-
nent type identifier in a second set of component mea-
surement request parameters, to transmit the following
information to corresponding upper integrity measure-
ment verifiers:

information d which is the second set of component mea-
surements;

information e which is a platform configuration protection
policy corresponding to the component type identifier
among platform configuration protection policies of the
access controller corresponding to the second set of
component measurement request parameters; and

information f which is a platform evaluation policy corre-
sponding to the component type identifier among plat-
form evaluation policies of the access controller corre-
sponding to the second set of component measurement
request parameters;

then these integrity measurement verifiers return compo-
nent product-level platform evaluation results, a differ-

25

40

45

60

48

ence platform evaluation policy and component reme-
diation information corresponding to the component
type identifier;

next the respective component product-level platform
evaluation results corresponding to the component type
identifier are converged into a component type-level
platform evaluation result under the platform evaluation
policy corresponding to the component type identifier
among the platform evaluation policies for the access
controller corresponding to the second set of component
measurement request parameters, wherein a component
product-level platform evaluation result corresponding
to each component product sequence number corre-
sponding to the component type identifier is generated
by the integrity measurement verifiers converging
respective component attribute-level platform evalua-
tion results corresponding to the component product
sequence number under a component attribute-level
convergence platform evaluation policy corresponding
to the component product sequence number in the infor-
mation f, and each component attribute-level platform
evaluation result corresponding to the component prod-
uct sequence number is generated by the integrity mea-
surement verifiers under a platform evaluation policy
corresponding to the component attribute identifier cor-
responding to the component product sequence number
in the information f and a platform evaluation policy
corresponding to the component attribute identifier of
the component product sequence number in the infor-
mation e; and

if the second set of component measurement request
parameters are all of component measurement request
parameters for the access controller, then the difference
platform evaluation policies corresponding to these
component type identifiers are converged into difference
platform evaluation policies for the access controller
corresponding to the second set of component measure-
ment request parameters, and the component remedia-
tion information corresponding to these component type
identifiers is converged into component remediation
information for the access controller corresponding to
the second set of component measurement request
parameters; and if the platform evaluation policies for
the access controller corresponding to the second set of
component measurement request parameters comprise a
component type-level convergence platform evaluation
policy, then the evaluation policy server converges the
component type-level platform evaluation results corre-
sponding to these component type identifiers into a plat-
form-level platform evaluation result for the access con-
troller corresponding to the second set of component
measurement request parameters under the component
type-level convergence platform evaluation policy
among the platform evaluation policies for the access
controller corresponding to the second set of component
measurement request parameters and transmits the gen-
erated information to the TNC access point.

14. The platform evaluation server of claim 13, further

comprising:

a configuring unit configured to receive configured second
platform authentication policies and to transmit the con-
figured second platform authentication policies to the
TNC access point when the TNC access point requests
for the second platform authentication policies.
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